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1
Decision/action requested

This document defines a key distribution solution for securing ‘Temporary group call – user regroup’ as part of MCPTT in Rel-14. The solution modifies SA6’s call flow to add each named user individually to the group, rather than via a list uploaded to the MCPTT Server. This allows previously defined key distribution mechanisms to be reused.
It is requested that SA3 accept this contribution into TR 33.880.

If this is seen as an acceptable way forward, an LS will be required to SA6 to request a modification of call flows.
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References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

 [1]
3GPP TS 23.379 “Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT);”
3
Rationale
· ‘Temporary Group call – user regroup’ is a new feature in MCPTT in Rel-14. See 10.6.2.8 in TS 23.379 [1].
· A group is created using a list of users sent to the MCPTT server, rather than created by a GMS. Consequently, the existing security mechanisms defined in 33.179 are not applicable.

· To meet the security requirements defined in Rel-13 and Rel-14, a new security solution is required for ‘Temporary Group call – user regroup’
· Defining a security solution in this context is challenging. This is because there is no existing security relationship between group members as the group is created dynamically. As a consequence, for every user the group key will need to be separately encrypted and this creates a signalling overhead during call setup. 

· This contribution defines a security solution which meets the security requirements.
· The procedures described do not adhere to those defined by SA6. Instead of all users being invited to the group in a single message, the users are invited in individual messages. If chosen, an LS would be required to inform SA6 of this and request an update to those procedures.

· An alternative solution is provided in S3-170317, but this has the significant disadvantage of limiting the number of users in the group.
4
Detailed proposal

7.4.X
Solution #3.X : Key management for Temporary Group Call – regroup call
7.4.X.1
Overview

‘Temporary Group call – user regroup’ is a new feature in MCPTT in Rel-14, defined in clause 10.6.2.8 in TS 23.379 [1]. A group is created using a list of users sent to the MCPTT server, rather than created by a GMS. Consequently, the existing security mechanisms defined in 33.179 for group key management are not applicable.

To meet the security requirements defined in this document, a new key management solution is required for ‘Temporary Group call – user regroup’. This contribution defines a security solution which meets the security requirements for distribution of group keys.
7.4.X.2
Motivating security requirements

The security requirements are those related to distribution of group keys:

[MCSEC-2.2-1]
Key material for a MCX Service Group shall be integrity and confidentiality protected for a specific MCX User during distribution from the MCX Service to MCX UEs.

[MCSEC-2.2-2] 
Key material for a MCX Service Group shall be authenticated as coming from a valid, authorised source. The authorised source may be MCX Administrator or may be another authorised entity (e.g. an authorised user or dispatcher).

[MCSEC-2.2-3]
It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

[MCSEC-2.2-4]
The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[MCSEC-2.2-5]
It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use. 
7.4.X.3
Solution description

7.4.X.3.1
Introduction

The following procedures define a method for performing key distribution for a ‘Temporary Group call – user regroup’ group. From a security point-of-view, the approach described is to perform a ‘private call’ key distribution for each user, but using the same key to create the security context for the group.

The security procedures described below do not conform to those described in TS 23.379 [1] clause 10.6.2.8. 

7.4.X.3.1
New Group Call Setup Procedures (including security)

Figure 7.4.X.3.1-1 below illustrates the group call setup procedure initiated by an authorized user.
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Figure 7.4.X.3.1-1: Group call setup and key management for temporary group call – user regroup
1.
MCPTT client 1 (of an authorized user) initiates the group call by sending the group call request to the MCPTT server containing a single user id. The MCPTT client generates a Temporary Group Master Key (TGMK) and encrypts the TGMK to the receiving user. The encrypted TGMK is attached to the group call request. 
2.
The MCPTT server checks whether the MCPTT client 1 can initiate the group call.

3.
The MCPTT server implicitly affiliates the client to the group.

4.
The MCPTT server sends the group call request towards the MCPTT client. The message contains the temporary group indicator. The message also contains the encrypted TGMK.
5.
The receiving MCPTT client is notified about the incoming group call. The users verify they are authorized to participate in the temporary group call. The MCPTT client decrypts and extracts the TGMK.
6.
The receiving MCPTT client accept the group call request and send group call response to the MCPTT server. This response may contain an acknowledgement. The conditions for sending acknowledgement may be based on configuration.
For each additional MCPTT user who is a member of the group:

7.
The initiating MCPTT user sends a ‘add group call user’ request to the MCPTT Server indicating the additional MCPTT user id. The initiating client encrypts the TGMK to the receiving user. The encrypted TGMK is attached to the ‘add group call user’ request.

8.
Steps 4-6 are repeated by the MCPTT Server for the added MCPTT user. 

9.
The MCPTT server sends the group call response to MCPTT client 1 through the signalling path to inform about successful call establishment.

NOTE:
Step 9 can occur at any time following step 6a, and prior to step 8 depending on the conditions to proceed with the call.

10.
MCPTT clients establish media plane and floor control resources. The MCPTT media plane is protected using the TGMK. 
7.4.X.4
Evaluation against requirements

The solution meets the security requirements defined above by reusing the key distribution mechanisms from private calls to support this type of group call. 
The following are advantages of the solution:

· Maintains the same security properties of other types of call.

· Previously defined mechanisms may be reused to support this type of call.

· The call may begin while users are being added to the group. 

· Scales to support a large group, although a delay to call setup is likely while all group members are each joined to the group individually.

· Could allow new users to be added after call setup.

The following are disadvantages of the solution:

· Modifies SA6’s call flow. Would require an LS to SA6 and modification of TS 23.379 [1].

· Introduces additional signalling (depending on number of users added to the group).
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