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Abstract of the contribution: 

So far, there is no solution for key issue 1.9 “Security features for AN-CN Control Plane”. This pCR provides two solution variants applicable to two different variants of the AN architecture. An evaluation is added as well where it is concluded that, for distributed RRC security, the operator cannot avoid IPsec-based backhaul link security, which includes the complexities of the certificate management, while, for centralized RRC security, the operator has an alternative.
1
Proposal

It is proposed to approve the changes below for inclusion in TR 33.899 v060.
Note that the revisions below are against 245. Accepting these revisions will produce the text agreed for inclusion in a new subclause in TR 33.899.
2
pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: This is to be added to the reference clause.


[k]

3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
***
NEXT CHANGE 
***

	Note to the rapporteur: All this text is new. The references [i], [k] and solution 1.c are introduced in companion contributions.


5.1.4.z
Solution #1.a: Security for the AN-CN Control Plane
5.1.4.z.1
Introduction  

This solution addresses key issue 1.9 “Security features for AN-CN Control Plane”. The AN-CN Control Plane is realized by the N2 interface defined in TS 23.501 [k]. The analogue of the AN-CN Control Plane in LTE is the S1-MME interface, also referred to as the backhaul signalling link.
5.1.4.z.2
Solution details  

Two solution variants apply, depending on the AN architecture. 

The RAN architecture will support several deployment scenarios as described in TR 38.801 [i] clause 5. In the centralized deployment (clause 5.4), the gNB protocol stack is split into a central unit (CU) and distributed units (DUs) as depicted in the following figure: 
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Figure 5.1.4.z.2-1: Centralized deployment scenario from TR 38.801
In the non-centralized deployment (clause 5.2) there is no protocol stack split at all. 

For security purposes, it only matters whether the RRC layer extends between the UE and the CU or the UE and the DU as, from a security point of view, the main purpose of the N2 interface is the provisioning of keys and other security parameters to protect the RRC layer. 

Variant 1: RRC layer extends between the UE and the gNB in case of no protocol stack split. 
Then also the layer providing confidentiality and integrity for the RRC layer (which is PDCP in LTE and, possibly, again in 5G) must reside in the(distributed) gNB. This means that backhaul link signalling protection must extend between the gNB and the 5G core. 

· Solution 1.a.1: The solution proposed here for this case is a copy of the solution for LTE, i.e. use of IPsec as described in TS 33.401 [31], clause 11. 
Variant 2: RRC layer extends between the UE and the CU

Then PDCP also resides in the CU, according to the decisions made in RAN. PDCP is the layer providing confidentiality and integrity for the RRC layer in LTE and, most likely, again in 5G. 
 This then allows two subvariants for the backhaul signalling protection: 

· Solution 1.a.2.1: The solution proposed here for this case is a copy of the solution for LTE, i.e. use of IPsec as described in TS 33.401 [31], clause 11. 

· Solution 1.a.2.2: A CU could (or would even be likely to) be realized in a RAN cloud; this would open the possibility to realize backhaul link security between this central unit and the 5G core by using generic protection mechanisms of the virtualized infrastructure. 
Editor’s Note: the term ”generic protection mechanisms of the virtualized infrastructure” needs clarification.
5.1.4.z.3
Evaluation 

When an operator has a deployment where RRC extends between the UE and distributed units at least for some of the gNBs, and the operator believes that physical security of the backhaul link is not enough, then, per the above solution 1.a.1, the operator needs to deploy IPsec. 

· Conclusion: For distributed RRC security, the operator cannot avoid IPsec-based backhaul link security, which includes the complexities of the certificate management as specified in TS 33.310 [37]. This is true irrespective of the user plane security solution. 

When an operator has a deployment where RRC extends only between the UE and central units for all the gNBs, and the operator believes that physical security of the backhaul link is not enough, then, per the above solution 1.a.2.2, the operator has an alternative to deploying IPsec, namely using generic security mechanisms of the virtualized infrastructure. 
Editor’s Note: the term ”generic protection mechanisms of the virtualized infrastructure” needs clarification.
· Conclusion: For centralized RRC security, the operator has an alternative to IPsec-based backhaul link security. 


***
END OF CHANGES
***
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