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Abstract of the contribution:
Different companies have widely differing opinions on where user plane security should terminate, as is evident from existing solutions in TR 33.899 and submissions to SA3#86. Furthermore, there are proposals to flexibly choose the UP sec termination per slice or PDU session. 
It is our view that the main point for these diverging opinions lies in different understandings of the concept of slicing. Another difference in understanding is about the gNB protocol stack split and the possibility to have security terminate in a central unit in the RAN cloud. 
This paper could be used as input during the meeting week. It may serve as a basis for further discussion at SA#86, e.g. in an evening session, and could be possibly used in an LS to SA2 and RAN groups.
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A brief overview of positions (apologies for omissions): 

We adopt the term “UP security termination function (UP-STF)” from S3-170339

· Ericsson and Nokia (S3-170265, 269) 
· It is proposed that the UP-STF resides in the AN where the UP-STF could lie in a central unit, likely in a RAN cloud, somewhat similar to the 3G security architecture. 

· KPN, Deutsche Telekom, Juniper Networks, BT, NTT DoCoMo (S3-170337, 339) 
· It is proposed that „The UP security should be terminated beyond the gNB“ and “The UP security termination function (UP-STF) is logically positioned between the gNB and the NG Core, or collocated with a function in the NG Core depending on the service offered”. In introductory text in 339 it is mentioned that the UP-STF selection should be on a per slice basis.
· Telecom Italia (S3-170233, 240)

· It is proposed that “The UP-STF shall be beyond the (R)AN and embedded/co-located in the UPF.” This position is similar to, but stricter than 337 and 339 in that it wants to forbid any UP-STF located in the AN. 
· Qualcomm (S3-170289, 296)
· It is proposed in 289 that “Proposal 6: 5G shall support the capability to terminate UE to network user plane security at the gNB and the UPF” and in 296 there are two protocol stack options for the case of UP-STF in the UPF: a new security layer “right above the PDCP layer” [but below IP], or a new security layer “above the TCP(UDP)/IP layer”. 
· The UP-STF may reside in visited or home network. Voice is cited as an example for placing the UP-STF in the AN, due to RoHC considerations.
· NEC (S3-170168)

· Text from 168: “Step 29: UPF sends U-plane data SMC to UE, which includes the security configurations.” This seems to imply that a separate security context is established between UE and UPF. 
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A brief overview of arguments:

· Exposure of gNB: 
· From 337 “Small cell deployments in less secure locations…”. From 289 “5G RAN may be deployed in less secure environments than LTE RAN…”

· 269 proposes to address this concern by placing UP-STF in a central unit of the gNB (in RAN cloud), similar to 3G security architecture. None of the contributions cited above takes into account the DU-CU split of the gNB from TR 38.801. This TR makes it clear that centralized deployment of PDCP termination will be supported in 5G RAN. So, operators concerned with distributed termination will have always the choice for centralized deployment. So, there is no need to move the functionality across the CN/RAN logical border to allow for centralized deployment.
· 337 acknowledges that “UP-STF can be situated placed between the gNB and the NG CN…”. It is not clear whether the word “between” relates to the logical or the physical/deployment architecture. Anyhow, when the gNB in the above sentence is seen as a potentially exposed, distributed unit then the place “in between the gNB and the NG CN” could be a central unit of a gNB. Furthermore, 337 has “traffic with ultra-low latency requirements must be terminated in a location close to the UE”. 296 acknowledges that “UP security associated with the VoIP traffic may well terminate at the RAN…”. So, it seems there is at least some common ground among 269, 337, 296 although no agreement. 

· Shared RAN operated by less trusted operator: 
· From 337 “many more parties control parts of the heterogeneous access network”. It is not clear whether this relates to types of ANs, or owners; in 5G phase 1, there are only two types of ANs: 3GPP access and untrusted access. For 3GPP access, the owner will one of a small number of spectrum license holders, and for untrusted access, the ownership of the access network does not matter from a security point of view due to the IPsec protection between UE and N3IWF. 
· The CN operator trusts the operator of the shared RAN, but, as trust is not transitive, the customer of the CN operator (or slice tenant) may not trust the RAN operator. Hence, this could be an argument in favour of placing the UP-STF in the core. And, as explained in the previous paragraph, the group of owners of a RAN is quite limited. On the other hand, the customer always has the possibility of an over-the-top security solution. A trade-off needs to be made. 
· Decryption and re-encryption over radio and backhaul is inefficient

· This is mentioned in 337.

· 269 proposes to address this concern by “Realizing backhaul link security between the central unit and the 5G core by using generic protection mechanisms of the virtualized infrastructure”. This could imply, of course, measures not using cryptographic, but physical protection. 

· Different security requirements for different traffic flows per UE
· In 337, this differentiation of security requirements relates to the location of the UP-STF. 337 argues that some services may require protection between UE and core while others may be fine with a UP-STF in the gNB.

· If this is due to the vulnerability of exposed gNBs or Shared RAN operated by less trusted operator then refer to the points above. It is not clear what other reasons there would be. 

· Flexibility in selecting UP-STF
· This flexibility will bring complexity and needs to be discussed with SA2 and RAN groups.  
· Constraints to be taken into account when selecting UP-STF 
· These were mentioned in LSs from RAN2 and SA2 and are quoted in 265: they include Header compression and application of policies based on packet headers, It is clear that the constraints can be satisified when the UP-STF is in the AN, as proposed in 269. None of the contributions proposed to locate the UP-STF in the CN address this issue, with the exception of 296 where head compression is mentioned and, as a consequence, locating UP-STF in the AN is proposed for VoIP. 
· It should also be considered that additional key identifiers and sequence numbers may be needed when placing the UP-STF in the core. 

· 233 addresses valid architectural aspects missing in 337 and proposes modifications. From a security perspective, however, this is questionable. If the IP headers are left in the clear, we have worse confidentiality protection than in any previous 3GPP system: IP headers of UP data will be in clear text over the air: anyone who sniffs the air-interface can see which server IP address the user is talking to (and potentially can deduce more info about the stream). This argument also applies to option 2 in 296. 
· None of the contributions proposing moving the UP-STF to the CN describe how to address Local Break-Out.

· Slice-specific security contexts between UE and UPF
· The need for security isolation of slices is often cited as a reason for these separate contexts. 
· 265 argues in section 2.4.2. that, in the set-up of phase 1, the MNO operating the 3GPP network has anyhow access to all data in all slices and, hence, all customer of the MNO and all slice tenants have to trust the MNO for not abusing this possibility of access to the data. This implies that the AMF/SEAF could also supply all the keys. This is contrary to the assumption made in 289 “Proposal 8: Keys that are sent to the SMF (e.g. used to generate the keys for UPF security) shall be derived in such a way that the AMF does not know the keys”. But even if the AUSF supplied all the keys the slice tenant would still have to trust the MNO owning the AUSF.
· According to the definition for security isolation of slices proposed in Nokia’s 130 and 131, in 5G phase 1 we need to only worry about isolation between two different slices, not between slice and MNO. This isolation can be guaranteed by physical and traffic steering / routing means, as well as isolation in virtual infrastructures (cf. e.g Gemalto’s 267). 

· SA2 has definitely agreed for 5G phase 1 that the AMF is shared among slices. This is contrary to the assumption made in 289 that “not all AMFs will be authorised to serve a particular slice”. Now given that SA2 has already agreed that the UE should only connect through a single AMF. If we truly want to have isolation between different slices it would then require to have separate authentication and to move away from the single AMF approach, but that should be something for future releases to think about.
· As described in 296 adding a protection layer between the UE and UPF is possible in an overlay manner. This is a feature that can be added in later releases if deemed important or necessariy. However, it is hardly a critical feature for the first release of 5G. 

