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Abstract of the contribution: Solution proposal for redirection attack.
1. Introduction
RAN2 LS R2-169124 is prompted by the reported redirection attacks in LTE networks  to GSM, the RAN WG2 there are pending LSs to address the issue and they seek the guidance from SA3 on a way forward. the LS  in RAN2 brought in by Apple (R2-166154 ).

2. Discussion

Attack Scenario:  UE makes a Service Request  for ‘Voice call’. The network is 4G overlay over 2G and supports vice by CSFB. So when there is a Voice call(CS) service Request, MME triggers a CSFB to 2G, as shown below (coped from LS).
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The potential attack of ‘GSM Redirection’ from LTE network can happen at two instances,

1) When the UE is  making Service Request for a voice call ( MO call).
2) When the UE is in Idle mode and got paged for a Voice Call, (MT call).
In both instances the UE makes the Service Request using the S-TMSI as its id and protecting the SR with its NAS context. MME identifies the UE by the S-TMSI and the SR is validated using the UE/NAS context.

To avoid further delay in setting up the voice call, UE is given a Redirection command to GERAN. The Redirection command is actually contained in the RRC Connection Release command. The problem is UE was in idle mode and there is no AS context or security in the eNB to protect the RRC Connection Release. And to avoid further delay, the AS SMC is avoided and RRC Connection Release is given to the UE without any protection.
Potential Solution:

So in the paper R2-168356, Msg5 for the Redirection to GERAN, If a NAS Token/command for the direction is included in the ‘RRC Connection Release’, this NAS Token/message can be NAS integrity protected by the MME and can be verified by the UE.

 In that case the UE can be assured that this Cell Change Order is coming from really from the MME, by verifying the NAS integrity key.  

Currently, though the decision for Cell Change is coming from MME, UE doesn’t have visibility about it, UE gets only an RRC message. And since the AS security is not enabled, the RRC Connection Release in this instance with Cell Change Order is not protected at all. 

So if we change this logic, that is when MME instructs the eNB to execute a Cell Change order for any reason, 1) MME includes a  NAS part ‘(NAS Command) NASint’ in the S1AP message.

2) eNB should include the ((NAS Command)NASint+ Cell Change Order) in the RRC Connection release. 

3) UE verifies the NAS Command) NASint’ received in Msg5 with NASint key, only if the integrity check passes, UE obeys the Cell change order.
The new Call flow, will look like, as shown below.
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Advantages: 

1) UE can always verify the NAS Command/token part using NAS integrity. 
2) There is a small change in eNB/UE for the RRC Connection Release, but there is no additional exchange of messages.

3) There is no AS SMC, so no additional delay in setting up the voice call.

4) Addresses the Cell redirection from LTE networks to GSM, affects only LTE modem, without any impact to legacy GSM modem.
Recommendation: 
Please consider above observations while replying to RAN2.
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7. 1)MME determines that for a Voice Call UE need to redirected to GERAN network.
2)MME forms a NAS command to the UE and integrity protect the command using the NASint key from the UE’s NAS context.


9. RRC Connection Release{(NAS Command to UE: CS Fallback)NASint,Cell Redirection ->GERAN}



