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Abstract of the contribution: This contribution proposes that the PC5 interface should provide security protection for transport layer which is independent of V5 interface security. 
1. Introduction
Observation: PC5 interface should provide independent security mechanism to protect the V2Vcommunication from transport layer. 
There are following reasons for PC5 to provide independent security capability. 

1) To secure V2V communication a unified security mechanism should be defined within 3GPP. To achieve this goal, supporting security on the network layer will be more feasible than on the application layer.   
2) V-UE may use specific spectrum on PC5 for V2V communication under the assistance and coordination of LTE network to avoid air interface collision. If there is no certain security mechanism on PC5 network layer, the misdemeanant may easily breach the coordination rule controlled by LTE network. 
3) The operator may need to charge V-UE for V2V communication service. If there is no certain security mechanism, the operator couldn’t prevent the attacker from billing fraud.
4) If we look at the legacy air interface, no matter whether the applications have secured the traffic, the user plane still has been defined as supporting independent security protection on network layer.    

Based on above justifications, it is suggested that one security mechanism provided in the transport to secure the access layer, and another e2e security mechanism may provided over the top.
2. Proposed Changes
***************Start of Change 1****************
7.X
Interim agreement on PC5 security

PC5 interface security should be supported at transport layer. It is independent of V5 interface.
The PC5 interface can be secured with the solution in the clause 6.1.
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR33.885.
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