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1
Decision/action requested

This introduces a Key Issue which highlights a problem with using the GMS for distribution of keys to support signalling between the MCX Server and the client. This introduces an unnecessary cross-network dependency which should be avoided in Rel-14. This key issue suggests a key issue specifying that control of security between the client and server should be under the control of the server.

It is requested that SA3 accept this key issue as input to TR 33.880
2
References

None

3
Rationale

This introduces a Key Issue which highlights a problem with using the GMS for distribution of keys to support signalling between the MCX Server and the client. The rationale is contained within the key issue itself.
4
Detailed proposal

*********START OF NEW CONTENT******************

5.2.X
Key issue #X: Control of use of MBMS within the MC Domain
5.2.X.1
Issue details

The solution for MCPTT currently uses MKFC to encrypt signalling from the MCPTT Server to the MCPTT client when using MBMS. See clause 9.4.4. of TS 33.179 [3]. The MKFC is distributed from the Group Management Server (GMS). This key issue considers whether a similar approach could be used within an MCX system. 

As background, use of MBMS is managed by the MCX Server acting as the GCS AS. The MCX Server uses the MB2 interface to the network operator's BM-SC to activate and deactivate MBMS bearers as required. Hence MBMS is under control of the MC Domain that uses the MBMS service, with no requirement external MC Domains for support. In fact, knowledge on the use of MBMS need not be shared beyond the home MC Domain.

However, it is possible that the GMS is in a different MC Domain to the MCX Server. This could occur if a group is used across multiple MC Domains. However, based on the existing security solution, MCX Servers within the home MC Domain will not be able to use MBMS for group signalling unless the MKFC is distributed by the GMS. In the case that the GMS is in a different MC Domain to the MCX Server, control of the use of MBMS is in one domain, and control of the security of MBMS is in a different domain. If the GMS does not provide the MKFC, then signalling over MBMS cannot be secured in all domains where that group is used. This could prevent MBMS from being used, or cause MBMS to be used insecurely.
This issue does not apply to media content (protected using GMK) as the MCX Server does not decrypt media content. As a consequence, the MCX Server can always send media over an MBMS bearer without introducing a security issue.
5.2.X.2
Security threats

MBMS is used insecurely as the MCX Server requires MBMS support but does not have the MKFC from the GMS. 
5.2.X.3
Potential security requirements

[MCSEC-1.X-1]
The security of signalling transmitted between the MCX client and MCX server shall be controlled by the MCX server. As a consequence of this requirement, the MCX Server shall not require key material from external MC Domains to enable the use of MBMS.
*********END OF NEW CONTENT******************

