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Abstract of the contribution: The following contribution discusses the issue of privacy and proposes a way forward.
1 Introduction 

The privacy issue in V2X has not been resolved yet. In fact, in the current version of the TR, all the solutions addressing the issue do not comply with LI requirements. Any solution based on hiding the IMSI from the serving PLMN needs to include a mechanism that more or less reveals the hidden identifier. Unless the VPLMN can be trusted, such mechanism would defeat the purpose of the solution.
2 Analysis

It is worth mentioning that this recent reference on the regulatory process [1] does only refer to privacy in V2V communication. Assuming that the market in scope of reference [1] is at the origin of the strict SA1 privacy requirements, it is then questionable why V2I was also included in these requirements.

In fact, putting aside V2I, this would be in line with a solution proposal mentioned offline during the last meeting where it was suggested that two new classes of V2X-UE are introduced based on what type of V2X communication they support. 

1. A V2V UE that can only ever send safety messages between cars in broadcast mode and cannot do V2I or V2P.

2. A V2Y UE that can undertake V2I, V2P, make emergency calls (including automated), is capable of accessing any other 3GPP service and is integrated into the infotainment system.

These new definitions imply that a class 1 UE does not qualify as a potential LI target while a class 2 UE does. By definition a UE includes a USIM and hence requires a subscription. Therefore, this subsumes that a car would typically require two subscriptions possibly from different operators in order to benefit from all the V2X communication services. This is illustrated in Figure 1 below.
However, as described in TS 23.285 clause 4.4.1.1.3, a V2X UE can be pre-provisioned with the necessary configurations parameters in order to engage in PC5 based communications. This is possible without a USIM, for example in case unlicensed spectrum is used (5.9GHz), and the UE would not even need to contact the V2X Control Function. Therefore, V2V UEs, which assumingly only perform PC5 type of communication, could operate without a subscription. In order to avoid confusion, such subclass of V2V UEs will be referred to as V2V devices. 

Now even if a V2V device could operate without a subscription, it still requires an internet connection in order to refill the certificates used at the application layer. How this is achieved is out of scope but as an example the infotainment system could share the internet connection with such device.
Proposal 1: A V2V device shall support proper mechanisms in order to mitigate against tracking via lower layer identifiers. 

In general, a V2V-UE needs to get authorization and other parameters from its home V2X Control Function. Even if the V2V UE is granted a limited PDU connectivity just to achieve this purpose, the V2V UE still needs to attach to the network and hence reveals its 3GPP identifier. If this is still considered a threat to privacy, then the following is proposed.
Proposal 2: For authorization purposes, the 3GPP identifiers of a V2V UE need to be hidden from the serving PLMN in order to mitigate against the tracking threat.

The question now is whether any of the proposed privacy solution could be assumed without being in conflict with LI requirements. In other terms, does V2V UE attaching to the network solely for authorization purposes qualify as an LI target.

Another relevant question is whether a V2V UE can get internet access services directly based on its own subscription and remain exempt from LI target requirements? In such a case, the 3GPP identifiers need to be hidden from the serving PLMN in order to mitigate against the tracking threat. Some of the solutions in the TR do provide such mechanisms. Therefore, depending on the answer to the previous question, the following proposal is made.

Proposal 2: For internet service access, the 3GPP identifiers of a V2V UE need to be hidden from the serving PLMN in order to mitigate against the tracking threat.
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Figure 1: Classes of V2X UEs
3 Conclusion

The following contribution builds upon a solution proposal to circumvent LI requirements based on introducing two new classes of V2X UEs and provides an analysis related to the privacy aspects of V2V communication and the threat of UE tracking. In this analysis the following questions have been raised:

1. Does a V2V UE that attaches to the network solely for authorization purposes qualify as an LI-target?

2. Does a V2V UE that is only granted access to internet services qualify as an LI target?

If the answer to 1 or 2 is No, then the following question is relevant:

3. Could any of the current solution for hiding the 3GPP identifiers from the serving PLMN be considered without being in conflict with the LI requirements?

4 Proposal

It is proposed that SA3 discusses these issues and try to provide answers. Failed to do so, no privacy solution can be designed for this release.
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