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1
Decision/action requested

This contribution identifies the need for Equipment Identifer Authentication support in Phase 1 of the 5G System in order to avoid bidding down attack possibility if the key issue is postponed to Phase 2. Therefore, SA3 is kindly requested to agree on the need to adress this key issue in Phase 1 and endorse the proposed conclusions.
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Rationale

The need for Equipment Identifier Authentication has been identified by SA3 in Key Issue 2.4 of TR 33.899 [1]. An LS from MMF (Mobile Manufacturers Forum) in S3-161923[2] to the last SA3 meeting further identified the challenges faced by the industry due to the lack of trustworthiness of the reported IMEI in the current generations of cellular networks and requested SA3 to take Key Issue 2.4 (Equipment Identifier Authentication) forward as an area of work in the first release of 5G specifications.

During the discussions on prioritization of key issues in S3-162122 [3], it was agreed that SA3 needs to decide on whether this key issue needs to be addressed in Phase 1. As part of this decision process, it was agreed that SA3 would check whether there is a possibility of bidding down attacks if this key issue is not addressed in Rel-15.
If this key issue is not addressed in Phase 1, there is indeed the possibility for a bidding down attack. This is because, if a solution is not specified in Rel-15 but in a later release of 5G specifications, then a 5G UE compliant to the later Release of the 5G specifications, wherein this key issue is addressed, can falsely claim that it is a UE compliant to an earlier release (e.g., Rel-15) that doesn’t support the Equipment Identifier Authentication feature and thus bypass a network enforcing the requirement to authenticate the reported equipment identifier.

This bid down risk can be avoided with the following way forward:

· Mandatory support of Equipment Identifier Authentication in NG-UEs that are capable of 5G system access. 

· Optional support of Equipment Identifier Authentication in the 5G core network. The network may implement the Equipment Identifier Authentication feature when the need arises.

4
Detailed proposal

SA3 is kindly requested to agree on the following conclusions for Key Issue 2.4 (Equipment Identifier Authentication) and document the SA3 decisions in the conclusions section 5.2.5 of the Security Area #2: Authentication
Proposed Conclusion #1: Key Issue 2.4 shall be addressed by SA3 in 5G Phase 1.

Proposed Conclusion #2: A solution shall be selected based on one or combination of the solutions proposed for this key issue (i.e., Solutions 2.10, 2.17, 2.18, 2.23) in TR 33.899 as part of the normative phase of 5G Phase 1 work.
Proposed Conclusion # 3: The selected solution shall be mandatory to support for the 5G UEs that are 5G system access capable and optional to support for the 5G core network.
