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1
Decision/action requested

This contribution provides a solution that addresses the key issue #2.10 Secondary authentication for network slice access by 3rd party service and #6.1 UE authorization
2
References

3
Rationale

This contribution provides a solution that addresses the key issue #2.10 Secondary authentication for network slice access by 3rd party service and #6.1 UE authorization.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.
All text below is new, section numbering may need adaptation!
5.6.4.x.
Solution # 6.x: secondary authentication and authorization using SM NAS signalling
5.6.4.x.1
Introduction  

This solution addresses KI #2.10 and KI #6.1.

5.6.4.x.2
Solution details  

This solution is presented based on the architecture described in the Figure 5.1.4.6.2.1-3: Architecture for authentication framework in non-roaming scenario with secondary authentication with a service provider. The secondary authentication is performed using SM NAS signalling that is exchanged between an NG-UE and an SMF via protected MM NAS signalling.

To enable the secondary authentication over the control plane, the SMF directly interfaces with the 3rd party AAA server and supports EAP authentication, playing the role of EAP authenticator. 

NOTE 1: The SMF does not establish a PDU session for the UE until the authentication is successful. 
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Figure 5.6.4.x.2. Secondary authentication over the control plane

1-5. The NG-UE attaches to the network performing primary authentication with AUSF/ARPF based on the network access credentials (e.g., AKA credentials) and establishes a NAS security context with AMF.

6. The NG-UE sends a service (PDU) session request for a 3rd party service to the AMF using a protected NAS MM message. The PDU session request includes the service identity of the NG-UE.

7. The AMF determines an SMF based on the service type or service identity provided by the NG-UE and forwards the PDU session request to the SMF.

NOTE 1: The SMF may optionally establish a SM NAS security context with the NG-UE. If SM NAS security is required, it is established at this point.

Editor’s note: it is FFS whether a separate NAS SM security is needed.

8. The SMF determines whether the NG-UE is allowed to establish a PDU session for the service based on the subscription profile and whether a secondary authentication with 3rd party AAA server is required.

9. The SMF initiates EAP authentication by sending an Authentication Request message to the 3rd party AAA server. The request is a AAA message carrying EAP-Response/Service Identity. 

10. Besed on the received UE Service Identity, the AAA determines the EAP method. The NG-UE and the 3rd party AAA perform EAP authentication over the control plane (i.e., using SM NAS signalling) with SMF playing the role of EAP authenticator.
NOTE 2: The supported mandatory EAP methods may be defined. EAP already natively supports PAP/CHAP.
11. If the EAP authentication is successful, the 3rd party AAA sends a service session response, including EAP success message to the SMF. The service session response is an AAA message that authorizes the requested PDU service session creation by the SMF. 

NOTE 3: If the SMF determines (e.g., based on policy) that UP security termination at UPF is needed for the session, KUPF may be provided to the SMF in this step.

12. The SMF sends a service session response that includes the PDU session information required to complete the PDU session creation to the NG-UE. 

5.6.4.x.3
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