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1
Decision/action requested

This contribution describes proposed enhancements that the 5G security architecture should support over the EPC security architecture. It is proposed that these enhancements are agreed for inclusion in Phase 1 of the security architecture.
2
References

[1] TR 33.899
3
Rationale

The design of the security for EPC network considered the network as a homogenous access network, in the sense that (for at least the early releases of EPC) all the possible bearers that a particular subscription could access are available after an authentication by an MME and all such bearers have a uniform security policy applied to them (that is the same key, using the same choice of security algorithms, and at the same termination point in the network, i.e. the eNB). EPC also restricts the access to the use of AKA credentials. In order to build a more future proof and forwarding looking security for 5G, we believe that the security should not be designed in such a restrictive way. The following discussion proposes various enhancements to EPC security and provide justification of why they should be included in 5G security.
Overall 5G is expected to enable various services for various types of devices and hence it is not appropriate to expectthat all those services/devices will use the same credentials, e.g. the cost of deploying and managing AKA credentials for devices that already have other credentials. This leads onto to the first proposal.
Proposal 1: 5G supports subscriptions that use non-AKA credentials for the authentication to provide access to the network.
Supporting multiple different credentials would be costly if the information elements for every different authentication method were included directly into the signalling protocols. Therefore it is proposed that there is some layer that carries the authentication information. The best possibility for this is EAP. 
Proposal 2: 5G supports the use of EAP in NAS messages to enable the support of different authentication methods.
Another aim of 5G is to support a unified authentication framework that provides a common authentication procedure for the various types of access that the UE may access. As part of this process, it would be a good addition if one authentication run could provide keys for multiple different accesses. This would reduce signalling overhead as every separate access would not need to run a full authentication. 
Proposal 3: 5G supports a security anchor (SEAF) that holds a key resulting from an authentication run and provides keys for 3GPP access and non-3GPP access
In addition, it is beneficial if a key is kept in the home network when performing an authentication. This key could be used to provide a key for the home network (UPF security based on a HPLMN key) or access to NG-PDG in the home network if the roaming network does not have an NG-PDG or even provide a new key to another roaming network. 
Proposal 4: An authentication may leave a key in the home network (even when roaming) that can be used to derive other keys without the need for a full authentication run.
With the introduction of the DECOR type functionality (the ability to have dedicated networks for different types of subscriptions), the EPC network started to move away from being a homogenous access based network to being more a service based architecture, e.g. the network entities that are used to serve a UE became dependent not only on the geographical location of the UE but also on the types of services that the UE will be provided with based on its subscription. 
From a service perspective, 5G goes further than that as a UE is allowed to change the slices that it wishes to access and this could cause a change of the network entities serving the UE. In other words, the UE may perform mobility not only due to changes in geographic location but also for changes in services. An example of this is a public safety official may use their subscription to access regular slices while not on duty, but may switch the requested slices when on duty to public safety ones.
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Figure:  Access and service mobility scenarios

This means that there should be a key above the AMF’s key in the key hierarchy so that when a UE performs service mobility, it is possible for the network to keep serving the UE without triggering a fresh authentication. This means that the SEAF should be considered to be a separate logical entity from the AMF and the chosen key hierarchy must keep a key from authentication that is not available in the AMF to facilitate security isolation between the slices. 
Proposal 5: The SEAF is a separate logical entity from AMF.
Having a separate SEAF also enables keeping area of the network separate from each other, i.e. when moving from one area of the network to another, it is possible to change keys such that the both the old part of the network and the new part cannot get access to the keys used in the other part of the network. Taking a decision on making a SEAF a separate logical entity needs to be done in Phase 1, as it will not be possible to add layers to the key hierarchy, i.e. the key hierarchy and the procedures for dealing with keys need to be designed with the SEAF as a separate logical entity. Without such a design, the various dedicated networks that an operator wishes to be deployed could not be securely separated from each other without mandating a full authentication run everytime such a change of network is needed, i.e. the UE should be aware of any DECOR like changes of network that happen and should ensure that a fresh authentication run occurs in the new network. This could be particularly difficult with an EPS AKA like solution where the Authentication Vector may have been passed between collated AMF/SEAFs (note: EAP AKA that terminates in the AUSF avoids this as the UE is assured that the keys from the fresh authentication run are delivered to the new AMF). 
5G radio will need to have an ability to protect the user plane between the UE and itself to support the use of 5G radio with EPC. In addition, it would be good for the 5G system to include an ability to protect the user plane further back into network. There are several reasons for this. 5G RAN may be deployed in less secure environments than LTE RAN since the mmW has substantially limited propagation, i.e., limited cell coverage, and hence cells may need to be deployed close to the users. Different services will have different security requirements, e.g. the home operator may want to enforce security (e.g., confidentiality or integrity) to the user plane data that is stronger than what can be guaranteed by the serving RAN or for service hosted by a local MNO partner, the MNO Partner may want to protect user traffic associated with its service without relying keys derived from the access authentication. The access network may be shared between operators and an operator may prefer to apply his own security separate from that of the other operator. Finally, it may be desired to isolate slices from each other, e.g. traffic received on one slice is guaranteed to have been sent by the UE and could not have been created by a compromised network element in another slice. For these reasons, it is proposed that in addition to the ability to terminate user plane security at the RAN, it is also possible to terminate the user plane security at a UPF. 
Proposal 6: 5G shall support the capability to terminate UE to network user plane security at the gNB and the UPF.
With the ability to terminate the user plane in the UPF as well as the possibility to access an NG-PDG in the home network when roaming, there is a need for a SEAF to be in the home network to avoid unnecessary authentication runs. This SEAF is also needed to enable HPLMN controlled UE to UPF security (see for example subclause 5.1.4.6.2.1.3 in solution 1.6 of the TR [1]). 
Proposal 7: When roaming, there can be an SEAF in the home network in addition to the SEAF that is in the roaming network. 
Following on from the discussion on the need for a logically separate SEAF and the isolation of different slices, not all AMFs will be authorised to serve a particular slice and it should be possible if so desired to prevent an unauthorised AMF from having access to all the keys that may be used to protect a slice. This means that the keys that are provided to the SMF should be cryptographic independent of the keys at the AMF. This also means that providing UE-UPF security based on HPLMN keys works in the same way as for VMPLM keys since there is no AMF in the HPLMN when the UE is roaming. 
Proposal 8: Keys that are sent to the SMF (e.g. used to generate the keys for UPF security) shall be derived in such a way that the AMF does not know the keys.
2G/3G/4G allow the use of PCO to authorise the establishment of a bearer. The use of PCO is restrictive and limited to a small set of authentication methods, namely, PAP and CHAP. It would be more useful and future proof if this authorisation could occur with already deployed MNO partner AAAs.
Proposal 9: It shall be possible to authorise the establishment of a PDU connection based on an authentication with a MNO partner AAA.
The authorisation should take place during PDU connection establishment and for this reason the authentication should be carried in the control plane via the SMF, i.e. so that the signalling can happen before the SMF completes the setup of a PDU connection.

Proposal 10: The signalling for the authorisation of a PDU connection shall take place over the control plane via the SMF.

Finally we come onto the issue of Equipment Identifier authentication. If this is not supported in Phase 1, then there will be bidding down attacks possible as a UE will always be able to claim that it does not support equipment identifier authentication.
Proposal 11: All 5G UEs shall support the capability to authenticate their equipment identifier.
4
Detailed proposal

It is proposed that SA3 agree the following as the principles for the work on Phase 1 work on 5G security.
Proposal 1: 5G supports subscriptions that use non-AKA credentials for the authentication to provide access to the network.

Proposal 2: 5G supports the use of EAP in NAS messages to enable the support of different authentication methods.
Proposal 3: 5G supports a security anchor (SEAF) that holds a key resulting from an authentication run and provides keys for 3GPP access and non-3GPP access.

Proposal 4: An authentication may leave a key in the home network (even when roaming) that can be used to derive other keys without the need for a full authentication run.
Proposal 5: The SEAF is a separate logical entity from AMF.
Proposal 6: 5G shall support the capability to terminate UE to network user plane security at the gNB and the UPF.
Proposal 7: When roaming, there can be an SEAF in the home network in addition to the SEAF that is in the roaming network.
Proposal 8: Keys that are sent to the SMF (e.g. used to generate the keys for UPF security) shall be derived in such a way that the AMF does not know the keys.

Proposal 9: It shall be possible to authorise the establishment of a PDU connection based on an authentication with a MNO partner AAA.

Proposal 10: The signalling for the authorisation of a PDU connection shall take place over the control plane via the SMF.

Proposal 11: All 5G UEs shall support the capability to authenticate their equipment identifier.
_1547058926.vsd
NG-UE


AMF


SMF/UPF


SMF/UPF


SMF/UPF


AMF


AMF


SMF/UPF


SMF/UPF


SMF/UPF


AMF


AMF


SMF/UPF


SMF/UPF


SMF/UPF


AMF


AMF


SMF/UPF


SMF/UPF


SMF/UPF


AMF


Access mobility


Service mobility


Access mobility



