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1 Introduction 

This document intends to add an evaluation section to solution #2.9, and resolve some existing ENs. 
2 Proposal

It is proposed that the attached pCR is incorporated to TR 33.899. 
3 pCR 

***
BEGIN CHANGES
***

5.2.4.9
Solution #2.9: EAP authentication framework 

5.2.4.9.1

Introduction 

This solution addresses key issues #2.1 Authentication framework, #2.3: Authentication identifiers and credentials and #2.5: Non-AKA-based authentication. 

Editor's note: The use of this solution with network slicing is FFS. 

This solution assumes that the NextGen system requires an authentication framework that is capable of delivering more than one authentication mechanism in a uniform way. The purpose is to further explore how the Extensible Authentication Protocol (EAP) [21] could be deployed in NextGen system. 

Some reasons for making the EAP framework appealing for NextGen system are: 

-
EAP would make the integration of non-3GPP and 3GPP accesses easier by introducing a uniform framework for all accesses. 

-
EAP would facilitate new use cases, and business opportunities for Mobile Operators. EAP would make it easier to integrate various authentication methods into the system. Such methods may be needed to support use cases related to new types of actors, such as factories or corporations, using their own identity management, credentials and authentication methods in the authentication process to access the 3GPP network.  


5.2.4.9.2

Solution details 

5.2.4.9.2.1
Introduction 

NOTE: In order to make the solution more readable to people familiar with earlier 3GPP protocols, this solution refers to NAS protocol and messages in order to demonstrate the principles of the solution. These messages should be taken examples. 

This solution assumes the presence of the following functions involved in the authentication: 
-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)
The EAP authentication framework is presented as a collection of generalized phases that can be referred to and discussed separately in the solution. There are several ways to deploy the EAP framework for authentication, and some deployments and network configurations may be more optimized than others. This solution analyses different options of deploying EAP into the NextGen. 

The generalized phases are: 

1.
Identity exchange 

2.
Optional EAP method specific identity exchange 

3.
Rest of EAP method specific signalling (including the signalling with the potential back-end server)

4.
EAP Success/Failure and exchange of the Authentication Root Security Key (ARSK) over AU-SCKM interface. 

The connection establishment (phase 0 in Figure 5.2.4.9.2-1) or how the ARSK is used between the UE and the CN are out of the scope of the solution. 
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Figure 5.2.4.9.2-1: Generalized EAP framework 

NOTE:
Editor's note: EAP assumes unreliable transport. This means that the authenticator may retransmit Requests that have not yet received Responses. Since EAP defines its own retransmission behavior, it is possible for the retransmission to occur both in the lower layer (e.g. NG "enhanced NAS" or equivalent) and the EAP layer. If EAP is chosen, it should be further studied if the potential 3GPP profile for EAP should implement retransmission or not. 
5.2.4.9.2.2
Phase 1: Identity exchange  

EAP framework provides an initial set of EAP Types used in Requests/Responses exchanges. Identity is one of EAP Types, and it is mandatory in all EAP implementations. However, it is optional to use within the EAP conversation. The identity information can be sent by using means outside EAP. 

The purpose of the (initial) EAP identity exchange is mainly to locate the right AAA server that is able to authenticate the UE, and to choose the correct EAP method. In theory, the first identity presented by the UE could be abbreviated or encrypted identity as long as it identifies the AAA Server. The exact content of the identity response may depend on EAP method or deployment. 

Variant p1-1: Front-end identity exchange within EAP conversation 

In this variant, illustrated in Figure 5.2.4.9.2.2-1, the identity exchange is done within the EAP conversation. More precisely, after the connection establishment, the SCMF/SEAF sends the EAP Identity Request to the UE (Figure 5.2.4.9.2.2-1 assumes that an enhanced NAS protocol (eNAS) is used to carry EAP packets). The UE responds with its identity in the EAP response. Afterwards, the SCMF/SEAF initiates the Diameter EAP application with the AUSF. 
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Figure 5.2.4.9.2.2-1: EAP identifier carried within EAP conversation 

Variant p1.2: Identity exchange in eNAS Attach 

In variant p1.2 shown in Figure 5.2.4.9.2.2-2, the identity exchange is done outside EAP conversation. The UE sends an Attach (or an equivalent) with the identity, and the SCMF/SEAF initiates the EAP conversation with the AUSF. 
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Figure 5.2.4.9.2.2-2: EAP identifier carried outside EAP conversation 

5.2.4.9.2.3
Phase 2: Optional EAP method specific identity exchange

The AUSF may send another Identity Request to the UE in case it is not able to choose the appropriate EAP authentication method, or identify the UE if required before proceeding with the authentication. The identifier used in the initial identity response may be different than the one used for authentication within the EAP method (e.g. for privacy reasons). The optional identity exchange is demonstrated in Figure 5.2.4.9.2.3-1. 
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Figure 5.2.4.9.2.3-1: Optional EAP method specific identity exchange

5.2.4.9.2.4
Phase 3: Rest of EAP method specific signalling

The EAP authentication methods have different number of round-trips but they all run end-to-end authentication between the UE and the AUSF. The intermediate nodes are typically just pass-through entities. Nevertheless, it is also possible that the intermediate nodes implement some EAP methods locally, and that the authentication is terminated closer to the serving network. 

NOTE:
It is often assumed that the home control of authentication is an inseparable characteristic of the EAP-architecture i.e. the AAA-server (AUSF) always resides in the Home Network. However, more flexibility on the termination of EAP methods could be possible if EAP methods were implemented in the Visited Network, and the Home Network acted as a back-end server (cf. LTE). Similar deployment model in which EAP was terminated in MME was considered in TR 33.821. 

Variant p3.1: EAP-AKA' 

This solution assumes that it would be beneficial to specify only one AKA variant for Next Generation. The proposal is that this would be EAP-AKA'. There might be backwards compatibility reasons for the UE to support both EAP-AKA' and EPS AKA. However, support of both is not necessary for the Next Generation CN. 

EAP-AKA' is already used in TS 33.402 [22] for non-3GPP accesses. In figure 5.2.4.9.2.4-1, the AUSF is terminating the EAP-AKA' conversation and requesting AKA AVs from the ARPF. EAP-AKA' Request and Response messages are exchanged between AUSF and UE. 
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Figure 5.2.4.9.2.4-1: EAP method specific signalling – EAP-AKA' 

Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the AUSF function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the SCMF/SEAF, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [23] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because modern TLS variants are secure and more optimized than the older variants. The IETF TLS working group is currently working to finalize TLS version 1.3 [aa] with the target to published as RFC during the beginning of 2017. TLS version 1.3 significantly reduces that number of roundtrips.
Figure 5.2.4.9.2.4-2 demonstrates the initial EAP-TLS handshake done between UE and AUSF. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 
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Figure 5.2.4.9.2.4-2: EAP method specific signalling – EAP-TLS 

Variant p3.3: EAP-TTLS 
Another alternative authentication method is EAP-TTLS. EAP-TTLS is an EAP type that utilizes TLS to establish a secure connection between a client and server, through which additional information may be exchanged. There are two versions of EAP-TTLS: EAP-TTLSv0 and EAP-TTLSv1. EAP-TTLSv0 is described in RFC 5281 [58] and EAP-TTLSv1 is described in an Internet draft [59]. Note that the use of TLS 1.3 [57] would also significantly reduce the number of roundtrips.
Figure 5.2.4.9.2.4-3 demonstrates the EAP-TTLS handshake done between UE and AUSF. During the handshake phase the server is authenticated to the client using server certificate, and requires a root of trust (i.e. certificate authority, CA). In version 1, an extension to TLS, called TLS/IA [60], is utilized. TLS/IA provides an extended handshake which guarantees that the TLS handshake endpoint and the authentication endpoint are one and the same. This eliminates attacks against tunnelled protocols for inner authentication that generates session keys. During the data phase, the client is authenticated to the server using an authentication method encapsulated within the secure tunnel. EAP-TTLS allows legacy password-based authentication protocols to be used against existing authentication databases. The encapsulated authentication mechanism may itself be EAP, PAP, CHAP, MS-CHAP or MS-CHAP-v2. 


[image: image7.emf]UE AUSF

SCMF SEAF

EAP-TTLS

Validation of User name, CHAP-

Challenge, CHAP-Password


Figure 5.2.4.9.2.4-3: EAP method specific signalling – EAP-TTLS
5.2.4.9.2.5
Phase 4: EAP Success/Failure and exchange of the ARSK 

The EAP Success/Failure messages are part of the EAP authentication layer. These messages are not delivered to the EAP method. It is important that these messages are sent over reliable transport because they are not retransmitted by the authenticator. It is also important that the SCMF/SEAF understands the semantics of these messages because the EAP Success message carries the master security key ARSK, and the EAP Failure means unsuccessful authentication, and potentially an unauthorized UE. 
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Figure 5.2.4.9.2.5-1: EAP Success or EAP Failure  

5.2.4.9.2.6
Fast re-authentication with ERP

TR 33.821 [24] focused on evaluating EAP-AKA only, and considered the method specific fast re-authentication as one option to optimize the procedure. There has been further progress in IETF on a EAP method independent framework for re-authentication that should be further analysed from Next Generation point of view. RFC 6696 [25] specifies the EAP extension for EAP re-authentication protocol (ERP). ERP is common for all EAP based authentication methods and can be used for efficient re-authentication between the peer and EAP re-authentication server. The re-authentication server may locate in the visited network. 

Figure 5.2.4.9.2.6-1 assumes local ERP server in the visited network. In this scenario, the SCMF and SEAF are co-located in CN-CP (cf. MME), and a new node AUSF-VN (cf. AAA proxy) has been added to the VN. As a result of EAP/ERP run, there will be two keys in the visited network, the Domain-Specific Root Key (DSRK) in the AUSF-VN, and the Master Session Key (MSK1) in the SEAF (i.e. EAP authenticator). The domain specific Master Session key is taken into usage by making a EAP-Initiate exchange between the UE and the AUSF-VN (not shown in the figure). The separate ERP run serves the purpose of NG-UE and the ERP server (i.e. typically a AAA proxy) to proof the possession of the DSRK, and the delivery of domain specific master key rMSK1 to EAP/ERP authenticator. 
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Figure 5.2.4.9.2.6-1: Implicit bootstrapping of local ERP server between SEAF and AUSF-HN 
After the bootstrapping phase, ERP could be used in NextGen system to provide faster re-authentication, for example if/when the security end-point (i.e. CP-CN) in the network side is changing. In figure 5.2.4.9.2.6-2, the new CP-CN. is fetching new master key (rMSK2) from AUSF-VN. Note that the old CP-CN may also forward keying material to new CP-CN, and re-authentication may not be needed.
It is assumed that UE is in possession of the domain name of AUSF-VN/Local ERP Server before triggering the ERP exchange with the new CP-CN. The UE learns the presence of a local ER Server and its domain either as specified in RFC 6696 or through some other means outside ERP. 
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Figure 5.2.4.9.2.6-2: Re-authentication using ERP   

5.2.4.9.3

Migration and interworking with LTE/eLTE 
The NG-UE supporting interworking with EPC would need to support EPS AKA, and EAP AKA if access via non-3GPP accesses are also supported. 

It seems that AUSF needs to implement EAP AKA anyway for non-3GPP accesses, support of EPS AKA would not provide any benefit for migration. 

5.2.4.9.4

Optimization considerations: termination of EAP method in the VPLMN 

One of the concerns related to the usage of EAP in the 3GPP network (also documented in TR 33.821 [24]) is related to the termination of authentication in the home network. This could be problem for efficiency by comparison to EPC AKA where authentication is done in the visited network. Essentially, the home network termination of authentication adds delay to the authentication process because some additional messages must be sent between the visited and home networks. On the other hand, this is also a way to make the overall system design more secure because the home network would not give out security related keying material out unless the authentication of the UE is successful. 

In the EAP framework, the authenticator may act as a “pass-through authenticator” allowing the back-end authentication server to perform the actual authentication. However, it is also possible that the “pass-through authenticator” implements locally some of the EAP methods. The same entity may behave differently depending on the EAP method used. Currently, there is no standard mechanism for the EAP entities that would allow them to share the information about the locally implemented EAP methods or negotiate if the authenticator should act as a "pass-through authenticator" or as a "full authenticator". 
One possibility would be to develop a 3GPP extension for the AAA protocol that would allow NG entities to share information about locally implemented EAP methods and negotiate where the authentication end-point is located. Figures 5.2.4.9.4-1 and 5.2.4.9.4-2 demonstate a potential realization of the extension. If the visted network had a local implementation of the EAP method (e.g. EAP-AKA), it could inform the home network about this. Based on this information, and a local policy, the home network would be able to decide, based on trust in VPLMN’s supported security capabilities, wether it would choose the HPLMN terminated authentication (figure 5.2.4.9.4-1) or the VPLMN terminated authentication (figure 5.2.4.9.4-2). An indication (through the content in the response from the HPLMN) of the home network’s choice would be made available to the VPLMN whereas the UE would not need to know where exactly the authentication is terminated.  

NOTE: Placing the EAP server in the visited network has the disadvantage of the HPLMN not knowing the result of authentication. 
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Figure 5.2.4.9.4-1: HPLMN terminated EAP-AKA 
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Figure 5.2.4.9.4-2: VPLMN terminated EAP-AKA 




5.2.4.9.5

Evaluation 

Security: 

-
There are no known attacks on EAP AKA(') that would prevent the use of these methods in NextGen. 
-
All EAP method specifications in IETF are expected to include a section describing the security claims of the method. These claims should be further studied if an EAP method is to be supported in NextGen. 

-
Channel binding: Channel binding could be related to the use of EAP over various channels, and about binding the EAP to the channel itself. Channel binding is typically implemented by adding some integrity protected channel property into the authentication, and comparing this property in the end-points to another value communicated out of band. Some EAP methods, such as EAP-TLS, does not include channel binding, and it would need to be specified in normative phase if desired. The topic of channel binding has been studied by SA3 before in the context of GBA.
-
There exists some EAP methods that may not be suitable for NextGen (or that are only suitable in certain accesses, e.g. in fixed access). 3GPP should give recommendations on EAP methods are not recommended. 

Authentication delay: 
-
EAP AKA requires one additional round-trip between VN and HN during authentication if compared e.g. to EPS AKA. However, EAP AKA also increases the control of HN for authentication, and consequently the HN can be sure that the UE is involved in authentication. 

-
ERP is able to reduce the delay by authorizing a trusted VN to perform subsequent re-authentication locally. For less-trusted VNs, the HN may still choose to run end-to-end authentication. However, the security anchor SEAF is most likely able to perform similar re-keying. A potential benefit of ERP is that the HN is able to set a limit to the lifetime of the master key, and that the HN is able to make policy decisions if certain networks are trusted for ERP and other not. There are no differences between 3GPP and non-3GPP accesses on this. 
-
Optimization where an EAP method is implemented in the VN, and the use of home terminated EAP, or VN terminated EAP is negotiated, is also possible. If chosen, this optimization should probably be limited to EAP AKA. This optimization may also be enhanced with a mechanism similar to EPS AKA* where the HN control is increased. Otherwise, the home control of authentication is lost. Furthermore, the home network may not be able to check the authorization of the SN in a freshly manner if the SN stores old AVs.
Possibility of enhancements and 3GPP control: 

-
EAP AKA and EAP AKA' are under control of IETF. If there was a need for new EAP AKA variant, the one should probably be specified in IETF. Companies present in SA3 are also very active in IETF, and have successfully standardized many IETF standards including e.g. EAP-AKA’. Therefore, it can be expected that it would go quick in IETF this time as well. Standardization would not require opening a new working group in IETF but could be done e.g. as an area director sponsored activity.   
-
Not all EAP methods need to be specified in IETF. It is possible to have 3GPP specific EAP methods that are documented only in 3GPP. However, it is generally recommended that enhancements to EAP AKA should be done in IETF because EAP AKA was originally developed there. 


***
END OF CHANGES
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