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1
Decision/action requested

The new potential security requirements, proposed in this document, should be approved to be added to TR 33.899.
2
References

 [1]
3GPP TR 33.899 Study on the security aspects of the next generation system v0.6
3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

The entire clause 5.8 on security of Network Slicing in TR 33.899 is not yet adequate for starting normative work.
This contribution addresses one of the key issues, namely Key Issue #8.6,  with the purpose of providing a comprehensive and complete list of suitable security requirements that should go with this key issue.

The Key Issue #8.6 addresses security of an API that is exposed to third parties to configure their Network Slice. As this opens up the mobile netork to both influence and attack from outside, this API needs to be designed carefully and secured properly. It is key for the mobile network’s availability and robustness, that this API cannot be abused. Accordingly, new potential security requirements are added in the proposal below. 
4
Detailed proposal

	First and only change


5
Key issues and solutions 
5.8
Security area #8: Network slicing security 

5.8.3
Key issues
5.8.3.6

Key Issue #8.6: Security on interacting with third party

5.8.3.6.1
Key issue details

The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 

5.8.3.6.2
Security threats 

Attackers may utilize 3rd party APIs to attack slices.
The mobile network or one or more slice(s) are reconfigured or changed in a way that is not desired by the mobile network operator.
5.8.3.6.3
Potential security requirements

-
All third parties that wish to use the API to manage/configure slice(s) must be authenticated prior to get access to the API.
-
Suitable means to authenticate the third party are to be defined by SA3 as part of the next gen normative phase.
-
The extent of configuration/management capabilities that are granted to a particular third party is defined by the mobile network operator.
-
An access control policy defines the extent of configuration/management capabilities a third party is granted.
-
The APIs shall be accessed by authorized third parties only. Authorization is handled by the access control policy.

-
For each access to the API authenticity and authorization are verifified prior to execuring any functionality of the API.
-
The API should be designed securely to ensure that security features cannot be bypassed.
