3GPP TSG-SA WG3 Meeting #86


Tdoc S3-170271
Sophia Antipolis, France, 6-10 February 2017
Source:
Ericsson, Nokia

Title:
Draft reply LS on the termination point for user plane security 
Document for:
Approval

Agenda Item:
8.4.1

Work Item / Release:
FS_NSA / Rel 14 
-----------------------------------------------------------------------------------------------
Title:
[DRAFT]
 Reply LS to Reply to LS on State of SA3 discussions on NG security architecture
Response to:
LSs (R2-1700652 and S2-167250) on Reply to LS on State of SA3 discussions on NG security from RAN WG2 and SA WG2
Release:
Release 14
Work Item:
FS_NSA
Source:
TSG SA WG3
To:
TSG RAN WG2, RAN WG3, TSG SA WG2
Cc:
none
Contact Person:


Name:


Tel. Number:


E-mail Address:


Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments: <pCR S3-170296 on terminating user plane security in the AN >

1. Overall Description:

SA3 would like to thank RAN2 and SA2 for their reply LSs on “State of SA3 discussions on NG security architecture.” in S2-167250 and R2-1700652.
SA3 has discussed RAN2 and SA2 feedback on the option to provide e2e encryption between UE and UPF and agreed to consider the termination of the UP security in the access network as a candidate solution for Phase 1.

Both RAN2 and SA2 had expressed concerns about not being able to meet certain constraints when UP encryption were terminated in the core network. RAN2 and SA2 are kindly invited to analyze the attached solution proposal and provide feedback on whether any concerns remain. 

Furthermore, SA3 would like to point out to RAN3 that a part of the solution in the attachment is based on the considerations on the protocol stack split for the gNB in TR 38.801. SA3 would like to ask RAN3 to review this part of the solution and provide feedback on the latest state of discussions in RAN3. 

SA3 is still studying other alternatives and will seek further feedback.
2. Actions:

To RAN2, RAN3, and SA2.

ACTION: 
Please review the attached solution and provide feedback as appropriate.
3. Date of Next TSG-SA WG3 Meetings:

SA3#86bis
27-31 March 2017
Busan, Korea
SA3#87
15-19 May 2017
Ljubljana, Slovenia
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