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Abstract of the contribution:

A number of Editor’s Notes are resolved following a discussion at one of the conference calls.

See also companion contribution S3-170253 on key issue details. 

----------------------- start of pCR to TR 33.899, v060 -----------------------

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.



· The authentication framework shall support mandatory-to-use primary authentication between the UE and the 3GPP network. 
· The authentication framework shall support optional-to-use secondary authentication between the UE and an external data network. The choice of the secondary authentication method shall be transparent to the 3GPP network and shall not affect the security of the 3GPP network. If used the secondary authentication shall be run independently of the primary authentication, but after the completion of primary authentication. 

· 
· The authentication framework shall support authentication for communication over a variety of access networks, including access networks not defined by 3GPP, e.g. fixed or WLAN access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

A NextGen authentication framework should take into account the following potential requirements from TR 22.864:

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."
NOTE: SA2 has decided to consider only 3GPP-defined access and untrusted non-3GPP access in 5G phase 1.

"The NextGen system shall be able to support:

-
Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."

A NextGen authentication framework should take into account the following potential requirements from TR 23.799:

"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
----------------------- end of pCR to TR 33.899, v060 -----------------------
�we believe that the key issue details provide sufficient motivation.


�addressed by new text for key issue details in companion pCR


�this does not anything new to the preceding text.





