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1
Decision/action requested

Agree on pCR below.
2
References

[1]
3GPP TR 33.899 v0.6.0, Study on the security aspects of the next generation system

3
Rationale

At the SA3 conference call #13, Ericsson got the action point to resolve the Editor’s Notes in clause 5.4.3.2.1. With this pCR, we propose to resolve the Editor’s Notes in the following way:

· Editor’s note: More explanation is needed for co-deployment of gNB and eNB.
We add the following explanation: Furthermore, according to TR 38.801[x] clause 5.3, co-sited deployment of eNB and gNB is also possible, either as part of the same base station or as multiple base stations at the same site. For deployments where eNB and gNB are the same base station, the security requirements on eNBs and gNBs may be both relevant, and even identical.
· Editor’s note: Security requirements on gNB should be studied further when the NG architecture is defined.
We propose to delete this Editor’s Note, because it does not address any specific open question in this Key Issue. 

4
Detailed proposal

Do the following changes in [1]:
***
BEGIN CHANGES
***
Note to the rapporteur: It is proposed to add the following reference to the reference section.
[x]
3GPP TR 38.801: "Study on New Radio Access Technology; Radio Access Architecture and Interfaces"

***
NEXT CHANGE
***
5.4.3.2

Key issue #4.2: Security requirements on gNB

5.4.3.2.1
Key issue details

The gNB may, in contrast to other nodes, in many cases be located in a vulnerable location. Hence security requirements on the gNB may be in scope of 3GPP, even if security requirements on other nodes are up to implementation.

In the LTE system, there are a number of security requirements on the eNB, covered in clause 5.3 of [a]. There are security requirements for eNB setup and configuration, for key management inside eNB, for handling User plane data and Control plane data, and for the secure environment of the eNB. 

Possible security requirements on the gNB depend on the NG architecture. The security requirements on gNB may be similar to the security requirements on eNB, but differences between the EPS and the NG architecture may also result in different requirements for gNB compared to eNBs. Furthermore, according to TR 38.801[x] clause 5.3, co-sited deployment of eNB and gNB is also possible, either as part of the same base station or as multiple base stations at the same site. For deployments where eNB and gNB are the same base station, the security requirements on eNBs and gNBs may be both relevant, and even identical. 

Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments.


***
END OF CHANGES
***
