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***
BEGIN CHANGES
***
5.4.4.x
Solution #4.x: Security of Access Stratum (AS) keys on Xn handover
5.4.4.x.1
Introduction 

This solution addresses the key issue #4.x, "Security aspects of Xn handover" and covers the security of AS keys with respect to the backward/forward security.
5.4.4.x.2
Solution details  

This solution proposes to re-use the security mechanism present in the X2 handover of the current LTE systems as much as possible, with some modifications. In the following text, the security keys used in the eLTE eNB and the gNB are respectively denoted as KeNB/KeNB* and KgNB/KgNB*. 

NOTE: It is yet to be decided whether the keys used in eLTE eNB and the gNB will be same or have the same format, because the Next Generation Core (who may assign these keys) may not need to know if the RAN node is an eLTE eNB or a gNB.
Re-using existing mechanism/properties: The following mechanisms/properties are proposed to be adapted from the X2 handover of the current LTE systems:
-
horizontal key derivation

-
vertical key derivation with the help of Next Generation Core
-
use of the target RAN node's properties for the derivation of the security keys (e.g., E-ARFCN and PCI in case of eLTE eNB) so that it is possible to prepare multiple target RAN nodes with different security keys
-
1 hop backward security
-
2 hop forward security
-
support for deriving both 128-bit encryption/integrity keys and 256 bit encryption/integrity keys from the KeNB/KgNB
-
support for the target node to select different encryption/integrity algorithms compared to the source node

Potential new mechanisms/properties: The following new mechanisms/properties are proposed to be considered in the Xn handover of the NextGen systems:
-
support for retaining the security key (i.e., not refreshing the security key when not needed)
-
enhancements to key refresh mechanism (e.g., allowing RAN nodes to trigger key refresh regularly without excessive signalling or computational overhead)
5.4.4.X.3
Evaluation 

TBD
***
END OF CHANGES
*** 
