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Abstract of the contribution: The following contribution proposes a new server specific key for the protection of the MBMS subchannel control messages.
1 Introduction 

The issue related to the protection of MBMS subchannel control message was raised in an LS from CT1 in the previous meeting (S3-161926). During the same meeting, several protection mechanisms were presented in a discussion contribution (S3-161862). In this contribution, we recall and develop one of the alternative mechanisms.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new. The referred requirement is introduced in a companion contribution.


7.4.Y
Solution #4.Y : New server specific key for MBMS subchannel control message protection

7.4.Y.1
Overview 

This mechanism is based on the introduction of two new keys, the Participating Function Key (PFK) and the MBMS SubChannel Control Key (MSCCK). Upon the activation of an MBMS bearer, the MCPTT server and the MCPTT clients generate a bearer specific MSCCK from the PFK and use it for the protection of the subchannel control message on that particular bearer.

7.4.Y.2
Motivating security requirements 

The solution addresses security requirement [MCSEC-3.X-1].

7.4.Y.3
Solution description

The Participating Function Key (PFK) is a new high level key used for the derivation of bearer specific MBMS SubChannel Control Keys (MSCCK). The name of the PFK key is related to the participating MCPTT function, a function in the MCPTT server from which the MBMS subchannel control messages originate. 

7.4.Y.3.1
PFK distribution

Initially, the PFK could be provisioned to MCPTT clients alongside other key material to support end to end security as described in clause 7.2.4 of TS 33.179 [3]. New procedures are still required for the revocation and provisioning of new keys. 

7.4.Y.3.2
MSCCK generation

Upon the activation of an MBMS bearer, the MCPTT server derives the MSCCK for example using bearer specific information such as the TMGI. On the receiver side, the MCPTT client derives the MSCCK using the same bearer specific information provided in the bearer announcement message.

Editor’s note: It is ffs if other freshness parameters could be used for the MSCCK derivation.

Figure 7.4.Y.3.2-1 illustrates how the new key is generated in the procedure for dynamic MBMS bearer establishment. In the scenario depicted by the figure, the MCPTT server uses a unicast bearer for communication with the UE on the DL at the start of the group communication session.
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Figure 7.4.Y.3.2-1: Dynamic MBMS bearer establishment

0.
MCPTT clients are provisioned with the PFK

1.
An MCPTT group call is established.

2.
The downlink data is sent by unicast delivery.

3.
The MCPTT server establishes the MBMS bearer(s) for the group communication session according to the procedures defined in 3GPP TS 23.468 [j]. The MCPTT server derives from the PFK a new bearer specific MSCCK.
 4.
The MCPTT server provides service description information associated with the MBMS bearer to the UE. The MCPTT UE obtains the TMGI and derives the MSCCK from the pre-provisioned PFK.

5.
The MCPTT UE starts monitoring data over MBMS associated with the TMGI, while in the service area associated with the TMGI.

6.
The MCPTT UE detects that it is able to receive data over MBMS associated with the TMGI.
7.
The MCPTT client notifies the MCPTT server that it is successfully receiving the TMGI. MCPTT server stops sending media data over unicast way to the MCPTT client.
8.
The MCPTT server will send a MapGroupToBearer message over a previously activated MBMS bearer to all users that will receive the call over an MBMS bearer. The MapGroupToBearer message includes association information between the group call and MBMS bearer. The MapGroupToBearer message includes MCPTT group ID and information about the media stream identifier of the activated MBMS bearer and may include the identifier (i.e. the TMGI) of the MBMS bearer broadcasting the call. The message is protected with the MSCCK. The message is sent over reference point MCPTT-9. 
9.
MCPTT server sends the downlink media for the group call over the MBMS.
7.4.Y.4
Evaluation against requirements

The solution fulfils the security requirements it is claiming to address. The solution requires that the MCPTT server generates and manages security keys, a functionality that is currently only performed in the KMS and GMS. 

One problem with this solution is the revocation of the PFK for example in case one of the MCPTT clients is compromised. It is not clear how that could be handled efficiently so that all the clients in possession of the compromised keys are properly informed and provisioned with a new one. An additional mechanism is required to make sure that the MCPTT clients regularly check the status of the current PFK.
***
END OF CHANGES
***
