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Abstract of the contribution: The following contribution proposes a new bearer-specific key for the protection of the MBMS subchannel control messages.
1 Introduction 

The issue related to the protection of MBMS subchannel control message was raised in an LS from CT1 in the previous meeting (S3-161926). During the same meeting, several protection mechanisms were presented in a discussion contribution (S3-161862). In this contribution, we recall and develop one of the alternative mechanisms.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: This is to be added to the reference clause.


[j]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE)".

***
NEXT CHANGE
***

	Note to the rapporteur: All this text is new. The referred requirement is introduced in a companion contribution.


7.4.Y
Solution #4.Y : New bearer specific key for MBMS subchannel control message protection

7.4.Y.1
Overview
This mechanism is based on the introduction of a new key: the MBMS SubChannel Control Key (MSCCK). Upon the activation of an MBMS bearer, the MCPTT server generates an MSCCK and distributes it to the MCPTT clients.
7.4.Y.2
Motivating security requirements 
The solution addresses security requirement [MCSEC-3.X-1].
7.4.Y.3
Solution description
The MBMS SubChannel Control Key (MSCCK) is a new key that is used solely for the protection of the MBMS subchannel control messages. The MSCCK is bearer-specific. It is created by the MCPTT server upon the activation of an MBMS bearer and is distributed to all the served MCPTT clients in the bearer announcement message described in clause 10.10 of TS 23.179 [4].

7.4.Y.3.1
MSCCK distribution

Figure 7.4.Y.3.1-1 illustrates how the new key is distributed in the procedure for dynamic MBMS bearer establishment. In the scenario depicted by the figure, the MCPTT server uses a unicast bearer for communication with the UE on the DL at the start of the group communication session. When the MCPTT server decides to use an MBMS bearer for the DL media transmission, the MCPTT server establishes an MBMS bearer using the procedures defined in 3GPP TS 23.468 [j]. The MCPTT server provides MBMS service description information associated with MBMS bearer(s), obtained from the BM-SC, to the UE. The UE starts using the MBMS bearer(s) to receive DL media and stops using the unicast bearer for the DL media transmission.
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Figure 7.4.Y.3.1-1: Dynamic MBMS bearer establishment
1.
An MCPTT group call is established.
2.
The downlink data is sent by unicast delivery.

3.
The MCPTT server establishes the MBMS bearer(s) for the group communication session according to the procedures defined in 3GPP TS 23.468 [j]. The MCPTT server generates a new bearer specific MSCCK. The key has to be fresh and is bearer specific.
 4.
The MCPTT server provides service description information associated with the MBMS bearer to the UE together with the newly generated MSCCK. The MCPTT UE obtains the TMGI and the MSCCK from the announcement message. How the key is transported in the message is described in the following clause.

5.
The MCPTT UE starts monitoring data over MBMS associated with the TMGI, while in the service area associated with the TMGI.

6.
The MCPTT UE detects that it is able to receive data over MBMS associated with the TMGI.
7.
The MCPTT client notifies the MCPTT server that it is successfully receiving the TMGI. MCPTT server stops sending media data over unicast way to the MCPTT client.
8.
The MCPTT server will send a MapGroupToBearer message over a previously activated MBMS bearer to all users that will receive the call over an MBMS bearer. The MapGroupToBearer message includes association information between the group call and MBMS bearer. The MapGroupToBearer message includes MCPTT group ID and information about the media stream identifier of the activated MBMS bearer and may include the identifier (i.e. the TMGI) of the MBMS bearer broadcasting the call. The message is protected with the MSCCK. The message is sent over reference point MCPTT-9. 
9.
MCPTT server sends the downlink media for the group call over the MBMS.
7.4.Y.3.2
MSCCK transport

The MSCCK is distributed encrypted specifically to a user and signed using an identity representing the MCPTT Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT KMS with time-limited key material associated with the MCPTT User as described in clause 7.2. The MCPTT Server shall also be provisioned by the MCPTT KMS with key material for an identity which is authorized to manage MBMS bearers. The MSCCK is encapsulated in a MIKEY payload in a similar manner to how private call keys are except that it is signed using the identity of the MCPTT server (see Figure 7.4.Y.3.2-1). 
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Figure 7.4.Y.3.2-1: Security information within an MBMS bearer announcement message
7.4.Y.4
Evaluation against requirements
The solution fulfils the security requirements it is claiming to address. The solution incurs an increase in size for some of the signalling messages.
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END OF CHANGES
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