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[5]
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[15]
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3GPP TS 44.064: "Technical Specification Group Core Network and Terminals; Mobile Station - Serving GPRS Support Node (MS-SGSN); Logical Link Control (LLC) layer specification".
[21]
3GPP TS 55.226: " Technical Specification Group Services and System Aspects; 3G Security; Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption algorithm for GPRS".
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[23]
Void
[24]
3GPP TS 33.102: " 3G security; Security architecture".

***** Next change *****
H.9.1
Protected IOV container   

The protected IOV container is composed by the follow three components: 

-
The new IOV values (as specified in TS 44.064 [20], see e.g. clause 8.9.2).  

-
The value of IOV_updates counter that was used in the calculation of MAC-IOV. 

-
The MAC-IOV value calculated over the new IOV values and the value of IOV_updates counter.  

After a successful authentication, both the MS and the eSGSN shall store a local counter "IOV_updates" showing the number of IOV_updates since the previous authentication. The initial value of the counter is 0, and it is incremented by 1 every time the eSGSN updates the IOV values, regardless whether it updates IOV-UI only, i-IOV-UI only, or both IOV-UI and i-IOV-UI. In the first protected IOV container, the IOV_ updates counter shall be 1. The IOV_ updates counter in the MS side represents the number of successful IOV_updates, and may have smaller value than the IOV_ updates counter maintained in the eSGSN.  

The MAC-IOV is calculated with the following inputs:
-
The integrity protection algorithm shall be the same GIA algorithm that is already used at the MS for integrity protection at LLC layer; if there is no integrity algorithm in place at the MS at LLC layer, then the integrity algorithm shall be the same GIA algorithm that was just negotiated at GMM layer;
-
The integrity key shall be the same integrity key Ki128 that is already used for integrity protection at LLC layer;
-
All Input-I bits shall be set to the value of the IOV_updates counter;
-
MESSAGE shall be set to the value part(s) of the new IOV value(s) (see TS 44.064 [20], clause 6.4.1.6); if more than one IOV value is included in the protected IOV container, the value parts shall be concatenated in the same order of sequence as included in the LLC XID command message;
-
DIRECTION bit shall be set to 1;

-
The FRAMETYPE (needed for the CONSTANT-F calculation) is set to 254; 
The MAC-IOV shall be the 32 least significant bits of the output of the used integrity algorithm.
