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[bookmark: _GoBack]Abstract: This pCR proposes to merge Key Issue #4.3 Security aspects of dual connectivity and Key Issue #4.8 Security aspects for deployment scenario of option 3
1 Introduction
This pCR proposes to merge key issue #4.8 Security aspects for deployment scenario of option 3 with the key issue #4.3 Security aspects of dual connectivity, which aims to resolve the  Editor’s Note in key issue#4.8,“Editor’s Note: This key issue needs to be merged with key issue # 4.3”


2	Proposal

*************START OF FIRST CHANGE************
[bookmark: _Toc467573207][bookmark: _Toc467858013]5.4.3.8	Key issue #4.8: Security aspects for deployment scenario of option 3  
Editior’s Note: This key issue needs to be merged with key issue # 4.3 
[bookmark: _Toc467573208][bookmark: _Toc467858014]5.4.3.8.1	Key issue details
This key issue is introduced to study security aspect for deployment scenario of option 3 shown in Figure 5.13.3.3.x.1-1. This option is being discussed in key issue and solution 18 “Interworking and Migration”, Annex J “Deployment Scenarios” of TR 23.799 and section 7.1 “Tight interworking between new RAT and LTE” of TR 38.801. In option 3, a UE, which has dual connectivity to eNB in LTE and gNB in NR (NextGen Radio), accesses EPC network.
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Figure 5.4.3.8.1-1: Deployment Option 3 (TR 23.799 [2]) 
[bookmark: _Toc467573209][bookmark: _Toc467858015]5.4.3.8.2	Security threats 
· Unauthorized UEs can access NR.
· U-plane traffic sent through NR could be compromised.
Editor’s note: It’s FFS whether U-plane security termination point is in NR or SGW.
· Communications between EPC and NextGen network can be compromised.
[bookmark: _Toc467573210][bookmark: _Toc467858016]5.4.3.8.3	Potential security requirements
· Authorization mechanism for UE to access NR network shall be provided.
· Integrity, confidentiality and replay protection shall be provided for communications between NR and EPS nodes.

***************END OF FIRST CHANGE*************

**********START OF SECOND CHANGE************
[bookmark: _Toc467573187][bookmark: _Toc467857993]5.4.3.3		Key issue #4.3: Security aspects of dual connectivity
[bookmark: _Toc457918183][bookmark: _Toc457919251][bookmark: _Toc467573188][bookmark: _Toc467857994]5.4.3.3.1		Key issue details
5.4.3.3.1.0		General security aspects of dual connectivity  
The next generation system is expected to cover different cases of dual connectivity. The purpose of this key issue is to study security aspects of dual connectivity in the next generation system.
Dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. The options that may be relevant to study are listed in Table a.5.4.3.3.1-1.
Table 5.4.3.3.1-1: Architecture options for dual connectivity
	Option
	Main node
	Secondary node
	Core network

	2
	gGnNbB
	gNB
	NextGen core

	3
	eEnNbB
	gNB
	EPC

	4
	gGnNbB
	eNB
	NextGen core

	5
	eEnNbB
	eNB
	NextGen core

	7
	eEnNbB
	gNB
	NextGen core



Most of the scenarios involve both the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. For example, the following aspects may have an influence:
-	Similarities and differences in the PDCP layer of LTE and corresponding layer(s) in the next generation system;
-	The endpoint of user plane data encryption in the next generation system; and
-	Possible user plane integrity protection in the next generation system.
The study of the security aspects of dual connectivity will of course also depend on the technical work on dual connectivity.
Editor’s Note: The security aspects of dual connectivity should be studied further when similarities and differences between LTE and NR and the technical work on dual connectivity have progressed.
5.4.3.3.1.1		Security aspects for deployment scenario of option 3  
Figure 5.4.3.3.1.1-1 shows the deployment scenario of Option 3 in which the eNB is the main node and gNB is the secondary node, and both are connected to the EPC. This option is being discussed in key issue and solution 18 “Interworking and Migration”, Annex J “Deployment Scenarios” of TR 23.799 and section 7.1 “Tight interworking between new RAT and LTE” of TR 38.801. In option 3, a UE, which has dual connectivity to eNB in LTE and gNB in NR (NextGen Radio), accesses EPC network.
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Figure 5.4.3.3.1.1-1: Deployment Option 3 (TR 23.799 v 2.0.0)
[bookmark: _Toc457918184][bookmark: _Toc457919252][bookmark: _Toc467573189][bookmark: _Toc467857995]5.4.3.3.2		Security threats 
· An attacker may eavesdrop on traffic involved in dual connectivity at the secondary eNB or gNB.
· An attacker may impersonate an eNB, gNB or UE involved in dual connectivity at the secondary eNB or gNB.
· An attacker may attack a dual connectivity traffic flow by injecting wrong packets in to a traffic flow.
· U-plane traffic sent through NR could be compromised.
Editor’s note: It’s FFS whether U-plane security termination point is in NR or SGW.
· The communication between EPC and NR, i.e. between gNB and EPC via eNB or directly, can be compromised. 
Editor’s Note: The security threats should be updated when the security aspects of dual connectivity are studied further.
[bookmark: _Toc457918185][bookmark: _Toc457919253][bookmark: _Toc467573190][bookmark: _Toc467857996]5.4.3.3.3		Potential security requirements
· The offloaded link on the secondary eNB or gNB should have the same or better level of protection compared to the main link of the UE. For this reason, it shall be possible for the master eNB or gNB to control the security keys and security parameters for the dual connectivity link.
· It shall be possible for the master eNB or gNB to indicate the type of protection  ie integrity or encryption to be applied on a DRB basis to the  secondary eNB whenever new DRBs are added .
· The security keys (integrity and encryption keys) on the same secondary eNB or gNB should not be predictable between different instances of dual connectivity while the UE remains connected to the same main eNB or gNB.
· It shall be possible to update the security keys on the secondary eNB or gNB when the main eNB or gNB meets the trigger conditions or when secondary eNB or gNB meets the trigger conditions.
· Authorization mechanism for UE to access NR network shall be provided.
· Integrity, confidentiality and replay protection shall be provided for communications between NR and EPS nodes.
Editor’s Note: The potential security requirements are ffs.

**********END OF SECOND CHANGE************

