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Abstract of the contribution: This contribution proposes to add eNB security requirement and test case related to AS security algorithm selection during intra-eNB handover in TS 33.216

1 Introduction 

This contribution proposes to add eNB security requirement and test case related to AS security algorithm selection during intra-eNB handover in TS 33.216.
2 Proposal

***
BEGIN OF CHANGE ***

5.2.2.1.x Security in intra-RAT mobility

5.2.2.1.x.1 AS security algorithm selection during intra-eNB handover

Requirement Name: AS security Algorithm selection during intra-eNB handover
Requirement Reference: TBA

Requirement Description: "The eNB shall not change the AS security algorithm during intra-eNB handover." as specified in TS 33.401, Clause 7.2.4.2.4.

Threat References: TR 33.926, clause X.2.2.x.1 – AS security algorithm selection during intra-eNB handover.
Security Objective Reference: TBA

Test Case:

Test Name: TC_AS_SEC_INTRA-eNB

Purpose: To verify there is no change in AS security algorithm during an intra-eNB handover.

Pre-Condition: 

· The UE and eNB network products are connected in emulated/real network environments.

· AS security context is established in eNB.

· The tester shall have access to the AS security context and the corresponding cryptographic keys (eg. RRC and UP cipher keys).

· The tester shall have access to the radio and Uu interface.

· An intra-eNB handover is initiated.

Execution Steps: 
1. The tester performs packet capturing over the radio and Uu interface using the network analyser to sniff for the presence of AS SMC procedure.

2. The tester attempts to filter the captured packets for AS SECURITY MODE COMMAND message from eNB to UE to verify if any AS SMC procedure is initiated by eNB during an intra-eNB handover.
3. The tester filters the RRC and UP data to perform decryption of RRC and UP data packets to verify the AS ciphering algorithm being used.

Expected Results:
· No AS SMC procedure is initiated by eNB during intra-eNB handover and so the tester doesnot finds any AS SMC message during packet capture.

· Post intra-eNB handover initiation, the UE continues to use the same ciphering algorithm as before the handover. 

· The eNB does not change the AS security algorithm during an intra-eNB handover.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results.
***
END OF CHANGE ***

