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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: _GoBack]Abstract of the contribution: This pCR proposes to add the threat related to the requirement 5.2.2.1.x.1 of TS 33.216
1 Introduction
This pCR propose threat description for the eNB security requirement on security algorithm selection during handover specified in S3-170154, S3-170155, which can be included in TR 33.926, clause X.2.2.x. 
2 Proposal

***	BEGIN OF CHANGE ***

X.2.2.x	Threats related to security algorithm selection during handover
X.2.2.x.1 AS security algorithm selection during intra-eNB handover
- Threat name: AS security algorithm selection during intra-eNB handover
- Threat Category: Denial of Service
- Threat Description: If the eNB changes the AS security algorithms during every intra-eNB handover by triggering an AS SMC procedure, then the overall impact will be much higher as SMC round-trip is needed at every intra-eNB handover.  The reason being that there is far more handover between eNBs than that between MMEs. This will result in system exploitation and may lead to denial of service when an eNB handles more number of simultaneous intra-eNB handovers than its own system capacity.
- Threatened Asset: Sufficient Processing Capacity

X.2.2.x.2 AS security algorithm selection during UTRAN to E-UTRAN handover
- Threat name: AS security algorithm selection during UTRAN to E-UTRAN handover
- Threat Category: Tampering of Data, Information Disclosure
- Threat Description: If the highest priority AS security (ciphering and integrity) algorithm is not chosen by triggering an AS algorithm change according to the received S1 CONTEXT MODIFICATION REQUEST containing the correct UE EPS security capabilities, the eNB could end up using a legacy and/or weaker security algorithm which is not desired by the UE and MME. The incorrect security algorithm selection at eNB will lead to integrity check and user identity failure. This can result in waste of system resources and deny a legitimate user access to the system.
- Threatened Asset: Sufficient Processing Capacity	

***	END OF CHANGE ***


