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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes to add the threat related to the requirement 5.2.2.1.x of TS 33.216
1. Introduction
[bookmark: _GoBack]This pCR propose threat description for the eNB security requirement on Control plane and User plane confidentiality protection specified in S3-170148, S3-170149, S3-170150, S3-170151 which can be included in TR 33.926, clause X.2.2.x. 
2. Proposal

***	BEGIN OF CHANGE ***
X.2.2.x	Threats related to Control plane and User plane 	
X.2.2.x.1 Control plane data confidentiality protection
- Threat name: Control plane data confidentiality protection
- Threat Category: Tampering data, Information Disclosure, Denial of Service, Masquerading attack.
- Threat Description: If the eNB does not provide confidentiality protection for control plane packets on the S1/X2 reference points, then the control plane packets sent between eNBs (eg. inter-eNB handover) and from eNB to MME (eg. handover on MME change) can be manipulated and the eNB can be compromised by attackers to prevent service to legitimate users (eg. Handover failure). Moreover, the UE identifiers, security capabilities, the security algorithms and key materials exchanged between eNBs and eNB-MME can be accessed by the attackers leading to huge security breach. Where, any active attacker can perform masquerading by making use of the legitimate users’ UE identifiers to gain access to the network.
- Threatened Asset: User account data and credential
X.2.2.x.2 Control plane data integrity protection
- Threat name: Control plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not provide integrity protection for control plane packets on S1/X2 reference points, the control plane packets between eNBs on X2-C and from eNB to MME on S1-MME interface risks being exposed and/or modified. The intruder manipulations on control plane packets will leads to denial of service to legitimate users.
- Threatened Asset: Sufficient Processing Capacity
X.2.2.x.3 User plane data ciphering and deciphering at eNB
- Threat name: User plane data ciphering and deciphering at eNB
- Threat Category: Tampering data, Information Disclosure, User tracking, Denial of Service, Man-in-the-middle
- Threat Description: If the eNB does not cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points, then the attackers can manipulate and compromise user packets on Uu, X2-U and S1-U interface to launch Denial of Service as well as Man-in-the middle attack. The attackers can gain access to user identifiers, IMSI, serving network identifiers, location information and can perform user tracking.  
- Threatened Asset: User account data and credential
X.2.2.x.4 User plane data integrity protection
- Threat name: User plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not handles integrity protection for user plane packets for the S1/X2 reference points then all the uplink/downlink user plane packets over X2-U and S1-U can be attacked and/or manipulated by intruders to launch Denial of Service attack.
- Threatened Asset: Sufficient Processing Capacity


***	END OF CHANGE ***

