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Abstract of the contribution:  This contribution analysis the use of the IPSec between the UE and the NextGen core network via for non-3GPP access. It proposes the use of IPSec in transport mode between the UE and N3IWF for both user and control plane.
1
Introduction
A terminal device connects to the NGC using non-3GPP access using IPSec tunnelling between the UE and the N3IWF node.
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The mode in which the IPSec tunnelling is being used for the transport of both user plane and data plane between the UE and N3IWF is FFS. This contribution takes a closer look at the implications of using the IPSec in either tunnel and transport mode for both user plane and data plane.  
2
Discussion
User Plane over non-3GPP access

Data packets that are transported over the 3GPP access shall be able to carry the following information: 1) QoS Flow indication (eg QoS Flow ID) and 2) Reflexive QoS Indication (RQI). Transporting this data over the non-3GPP access requires an extra header to be concatenated to the data. A GRE header extension can be used for such purpose.

There are two modes in which the user plane data may be transported from the UE to the UPF via the N3IWF: 1) IPSec in tunnel mode and 2) IPSec in transport mode.
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When IPSec is used in transport mode  only an IP address of the N3IWF shall be made visible to the UE device. No other core network element is visible and directly accessible to the terminal device. The N3IWF plays the role of a relay between the NGC and the UE for both the UL and DL traffic. 
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When IPSec is used in tunnel mode the terminal device must be provisioned with an IP address of the UPF. The original data is encapsulated in a GRE over IP packet that carries the IP address of the UPF.
When NAT-T is used an extra UDP header is required in front of the ESP header (RFC 3948) for both tunnel and transport mode.

Control Plane over non-3GPP Access
Some of the NAS messaging may be transported over the non-3GPP access using established IPSec SA. As in the case of user plane traffic there are two modes in which IPSec may be used for control plane traffic: 1) tunnel mode and 2) transport mode.
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When the IPSec is used in tunnel mode over the non-3GPP Access, the UE device shall be provisioned with the IPNAS address of the AMF. The message is encapsulated using a GRE extension header.
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When the IPSec is used in transport mode, only a local address of the N3IWF is made available to the UE. Any NAS  messages are then relayed between the non-3GPP access and the AMF using the NG2 interface.
Conclusions

· The use of IPSec in tunnel mode for both control plane and user plane introduces unnecessary complexities and potential security risks due to potential expose of the Core Network nodes address space to the terminal devices
· The use of IPSec in transport mode for both user plane and control plane (when necessary) does not expose any core network nodes to the terminal devices. Access for both control and user plane is done through the N3IWF security gateway functionality. For both user plane and control plane, traffic is terminated at the N3IWF and relayed to either UPF or AMF nodes only when required.
· It is recommended that for both user plane and control plane IPSec in transport mode to be used for non-3GPP access.
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