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8.4.1 Security architecture
1. Introduction

The contribution is a clarification for KI#1.18. Firstly, it emphasizes the difference between KI#1.17 and KI#1.18 for security policy in different plane. Secondly, it deletes the EN “Details and structure of security policies in control plane are ffs”, because the related structure in user plane can be found in KI#1.17 or solution #1.5, which can be also applied to control plane. Thirdly, it replaces the EN “UE aspects of crypto algorithms update is FFS” into NOTES. Fourthly, it deletes the EN “whether all the security processes in NextGen should negotiate security policies is ffs”, because the algorithms in LTE just include cipher algorithm, integrity algorithm and KDF, and NG could apply the similar procedure. However, the contribution has mentioned all the negotiation procedure about three algorithms.
2. Proposal

It is proposed to approve below pCR.
***********************Start of the first change************************

5.1.3.18
Key issue #1.18: Flexible security policies negotiation in control plane
5.1.3.18.1
Key issue details
It is difficult to update the algorithms, and the update method is practically to replace the network element, which can be cost-prohibitive in many cases. On the other hand, NextGen has a long expected lifetime, and new cryptography algorithm may be needed in the period of NextGen. So, in the NextGen network, the cryptographic algorithms in network element should not be unchangeable.
Furthermore, as noted in key issue #1.17, the UP’s security policies including cryptographic algorithms, key length, etc, are flexible according to the security requirements of UE and service. However, the key issue focuses on the security policy negotiation in CP, whichcaters for the evolution requirement of 3GPP. It is obvious that cryptographic algorithm is part of security policy negotiation in CP. Negotiation mechanism for cryptographic algorithms can facilitate the introduction of new algorithms in 5G lifetime.


NOTE: UE aspects of crypto algorithms update are out of this key issue scope.
 It is expected that algorithms used in NG include cipher algorithm, integrity algorithm and KDF. However, in LTE, cipher/integrity algorithm is negotiated in SMC procedure, and NG could apply the similar procedure. However, KDF is implemented stably, and there is no negotiation procedure for it. Furthermore, new KDF may also be needed during the lifetime of NextGen. Depending on use cases and services there may be more than one KDFs, so the use of KDF also requires a negotiation procedure. 
As mentioned above, in the NextGen network, the security policies of control plane can be flexible in a negotiation method. For example, the participants of security process may negotiate security policies respectively before the process starts, or they could send their supported security policies to a controller, and the security policy will be negotiated under control of the controller.

5.11.3.18.2
Security threats 
KDF used between UE and NEs may be attacked to lose key separation feature. Broken cryptographic algorithms may be difficult to update in the network element, and the only way to maintain security is to replace the network element with broken cryptographic algorithms, which may be cost-prohibitive in many cases. 
5.11.3.18.3
Potential security requirements

The following provides design principals of security policy negotiation in control plane:
-
The cryptographic algorithms implemented in network element should be extensible. The update of algorithm should be supported. 
-
The security policy such as cryptographic algorithm, key length, should be negotiated by participants of control plane. 
-
The selection of the security policy shall be under network control.
***********************End of the first change*************************
