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Abstract of the contribution:
This contribution adds evaluation to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
1. Introduction
This contribution adds evaluation to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
2. Proposal
It is proposed to introduce the following changes to to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
* * * Start of changes * * * *

5.8.4.7.3
Evaluation 

The solution provides a slice security architecture that allows secondary authentication to be performed in a slice according to slice security policies. It also provides a key hierarchy that addresses data protection and isolation of network slices.

This solution addresses “Key Issue #8.1: Security isolation of network slices” and meets the following requirements listed in 5.8.3.1.3:

“It should be possible for the UE to authenticate the network or the network slice.”

“Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice.”

“The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice.”

“It should be possible to define a security policy based on type of the network slice to support different application specific network slices.”

“It should be possible to isolate slices from one another, to minimize attacks on data confidentiality (e.g., data leakage between network slices) and integrity when a single NG-UE or companion NG-UEs are accessing services over more than one network slice.”

This solution also addresses “Key Issue #8.3: Security on UEs’ access to slices” and meets the following requirements listed in5.8.3.3.3:

“There shall be means to guarantee that the appropriate network slices are assigned to the appropriate subscriptions.”

“The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.”

“There shall be means to prevent unauthorized UEs from gaining access to services.”

“There shall be means to authenticate UEs for access authorization.”

* * * End of Changes * * * 

































































































































