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Abstract of the contribution: This contribution discusses how RRC messages can be integrity protected to support radio link failure, in the course of large file download.
1. Introduction
RAN2 is discussing support of mobility for NB-IoT UEs using the C-plane solution (DoNAS) within R14 NB-IOT Enhancement WI. RAN2 plans to use the ‘RRC Connection Re-Establishment procedure’ to allow context fetch from the old eNB to a target eNB in the mobility scenario, similar to active mode hand over scenario. 

In the LS S3-162088, RAN2 asked SA3 whether there are security threats and any protection of the RRC procedure is needed as it is done currently for the active mode handover case. In particular RAN2 is interested in supporting a scenario where a large file download, (eg: firmware update) of the UE.
NB-IoT UEs using the C-plane solution, usually doesn’t have AS context setup because of the short lived UE-eNB connection. Threat analysis of the scenario shows that this connection without security is vulnerable to attacks if the connection is expected to be maintained more than few bursts. Hence a solution is proposed to setup a partial AS context to integrity protect the RRC messages for the UE dynamically, based on the size of the data to be downloaded or uploaded. Among the AS security keys only KRRCint needs to be derived in the UE and the eNB. With KRRCint derived, RRC messages can be protected as long as required for the transmission. If there is cell reselection, handover , radio link failure during the course of the transmission, existing procedures (such as RRC Connection Re-Establishment procedure) already defined can be executed. This keeps the procedures aligned with existing specifications without any new key computation. Once the download or upload is completed, the CIoT UE transitions itself to idle mode and the partial AS context is deleted as usually happens.
2. Discussion

For the sake of understanding the CIoT optimization context references are made to TS 23.401 clauses dealing with mobile originated data (Sec 5.3.4B.2) and mobile terminated data(Sec 5.3.4B.3).

2.1 Mobile Originated CIoT Data 
Sec  5.3.4B.2
Mobile Originated Data Transport in Control Plane CIoT EPS optimisation with P-GW connectivity
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Figure 5.3.4B.2-1: MO Data transport in NAS PDU

0.
The UE is ECM-IDLE.

1.
The UE establishes a RRC connection and sends as part of it an integrity protected NASPDU. The NAS PDU carries the EPS Bearer ID and encrypted Uplink Data. The UE may also indicate in a Release Assistance Information in the NAS PDU whether Downlink data transmission (e.g. Acknowledgement or response to Uplink data) subsequent to the Uplink Data transmission is expected or not.

2.
The NAS PDU sent in step 1 is relayed to the MME by the eNodeB using a S1-AP Initial UE message.


To assist the MME in any NAS PDU retransmission strategies, the eNB indicates the UE's Coverage Level to the MME.

3.
The MME checks the integrity of the incoming NAS PDU and decrypts the data it contains. The MME shall decompress the IP header if header compression applies to the PDN connection.


The MME performs (and the UE responds to) any security related procedures. Steps 4 to 9 can continue in parallel to this, however, steps 10 and 11 shall await completion of all security related procedures.

4a.
If the S11-U connection is not established, the MME sends a Modify Bearer Request message (MME address, MME TEID DL, Delay Downlink Packet Notification Request, RAT Type, RRC establishment cause) to the Serving GW. The Serving GW is now able to transmit downlink data towards the UE. The usage of the Delay Downlink Packet Notification Request Information Element is specified in clause 5.3.4.2 with reference to the UE initiated service request procedure, but it equally applies in this case. The MME shall indicate S11-U tunnelling of NAS user data and send its own S11-U IP address and MME DL TEID for DL data forwarding by the SGW. Also, regardless of whether the S11-U was already established:

-
If the PDN GW requested UE's location and/or User CSG information and the UE's location and/or User CSG information has changed, the MME shall send the Modify Bearer Request message and also includes the User Location Information IE and/or User CSG Information IE in this message.

-
If the Serving Network IE has changed compared to the last reported Serving Network IE then the MME shall send the Modify Bearer Request message and also includes the Serving Network IE in this message.

-
If the UE Time Zone has changed compared to the last reported UE Time Zone then the MME shall send the Modify Bearer Request message and include the UE Time Zone IE in this message.


If the RAT currently used is NB-IOT this shall be reported as different from other E-UTRA flavors.


The MME only includes the RRC establishment cause if it is set to "MO exception data" and the UE is accessing via the NB-IoT RAT. The Serving GW indicates each use of this RRC establishment cause on its CDR.

4b
If the S11-U connection is established and the UE is accessing via the NB-IoT RAT with the RRC establishment cause set to "MO exception data", the MME should notify the Serving Gateway.

5.
If the RAT Type has changed compared to the last reported RAT Type or if the UE's Location and/or Info IEs and/or UE Time Zone and Serving Network id are present in step 4, the Serving GW shall send the Modify Bearer Request message (RAT Type, RRC establishment cause) to the PDN GW. User Location Information IE and/or User CSG Information IE and/or Serving Network IE and/or UE Time Zone are also included if they are present in step 4.


If the Modify Bearer Request message is not sent because of above reasons and the PDN GW charging is paused, then the SGWS-GW shall send a Modify Bearer Request message with PDN Charging Pause Stop Indication to inform the PDN GW that the charging is no longer paused. Other IEs are not included in this message.


If the Modify Bearer Request message is not sent because of above reasons but the MME indicated an RRC establishment cause of "MO exception data", then the Serving Gateway should notify the PDN GW that this RRC establishment cause has been used. The Serving GW indicates each use of this RRC establishment cause on its CDR.

6.
The PDN GW sends the Modify Bearer Response to the Serving GW.


The PDN GW indicates each use of the RRC establishment cause "MO Exception Data" on its CDR.

7.
If a Modify Bearer Request message was sent at step 4 the Serving GW shall return a Modify Bearer Response (Serving GW address and TEID for uplink traffic) to the MME as a response to a Modify Bearer Request message. The Serving GW address for S11-U User Plane and Serving GW TEID are used by the MME to forward UL data to the SGW.

8.
The MME sends Uplink data to the P-GW via the S-GW.

9.
If no Downlink Data are expected based on the Release Assistance Information from the UE in step 1, this means that all application layer data exchanges have completed with the UL data transfer, and therefore, unless the MME is aware of pending MT traffic and unless S1-U bearers are established, the MME immediately releases the connection and therefore step 14 is executed.


Otherwise, Downlink data may arrive at the P-GW and the P-GWsends them to the MME via the S-GW. If no data is received steps10-12 are skipped and the eNB may trigger step 14 after step 13 detects no activity. While the RRC connection is active, the UE may still send Uplink data and may receive Downlink data in NAS PDUs that are carried in a S1AP Uplink or (respectively) Downlink messages (not shown in the figure). At any time the UE has no user plane bearers established it may provide Release Assistance Information with the Uplink data.

10.
If Downlink data are received in step 9, the MME encrypts and integrity protects the Downlink data.

11.
If step 10 is executed then Downlink data are encapsulated in a NAS PDU and sent to the eNB in a S1-AP Downlink Message. For IP PDN type PDN connections configured to support Header Compression, the MME shall apply header compression before encapsulating data into the NAS message. If step 10 is not executed, the MME sends Connection Establishment Indication message to the eNB. The UE Radio Capability may be provided from the MME to the eNB in the Connection Establishment Indication message, and the eNB shall store the received UE Radio Capability information. If the Release Assistance Information was received with Uplink data and it indicated that Downlink data was expected, it means that the next downlink packet following the sending of the Release Assistance Information is the last packet of the application layer data exchange, then for this case , unless the MME is aware of additional pending MT traffic and unless S1-U bearers are established, the MME sends a S1 UE Context Release Command immediately after the the S1-AP message including the Downlink data encapsulated in NAS PDU so that the an indicatin that the eNodeB shall release the RRC connection after successfully sending data to the UE.

If a large file download to the UE is expected, the MME need to know that there may be more than one NAS packet to be send to the UE, this could be an indication in Release Assistance Information in the NAS PDU whether Downlink data transmission (e.g. Acknowledgement or response to Uplink data) subsequent to the Uplink Data transmission is expected or not as indicated in step1. During this download a sustained connection between the eNB and the UE is expected. To maintain a sustained connection with the UE, eNB may enable RRC integrity protection for the UE.

11a) To enable RRC security, the MME  initiates the same steps it does when an idle UE makes a Service Request. MME derives KeNB, and sends (Initial Context Setup, UE Security Capabilities, K-eNB) to the eNB over SA1AP to protect the RRC context till the download is complete.

11b) eNB starts AS security context and derives KRRCint for RRC protection, Other AS keys are not needed for the UEs in CIoT optimization mode. eNB sends AS Security Mode Command (SMC) to start a secure AS context.

11c. UE receives AS Security Mode Command (SMC), it calculates KeNB and further calculates the KRRCint to protect the RRC messages. 
11d. UE acknowledges the AS SMC to the eNB

eNB sends NAS PDU Packets to the UE using integrity protected RRC messages.   

12.
The eNB sends a RRC Downlink data message including the Downlink data encapsulated in NAS PDU. If in step 11 the S1-AP messagewith the NAS DATA PDU was followed by a S1 UE Context Release Command step 14 is completed promptly after the Downlink Data transmission of the NAS PDU to the UE is complete at the eNB and the eNB does not need to enter step 13. If header compression was applied to the PDN, the UE would perform header decompression to rebuild the IP header.

13.
If no NAS PDU activity exists for a while, the eNB starts an S1 release in step 14.

14.
An S1 release procedure according to clause 5.3.5 triggered by the eNodeB or MME. Alternatively, if the MME in step 11 sent S1 UE Context Release Command then the procedure starts with step 5 in clause 5.3.5, or Connection Suspend Prodecedure defined in clause 5.3.4A.

2.2  Mobile Terminated Scenario in TS 23.401 5.3.4B.3

5.3.4B.3
Mobile Terminated Data Transport in Control Plane CIoT EPS optimisation with P-GW connectivity


[image: image2.emf]4. Paging

UE

eNodeB MME S-GW P-GW

6. S1-AP Initial UE Message ( NAS 

Service request)

0. UE is ECM 

Idle

7. Modify Bearer Request

8. Modify Bearer Request

9. Modify Bearer Response

10. Modify Bearer Response

. 

5..RRC Connection establishment  (NAS 

Service request)

12. Data 

encryption and 

Integrity protection

1. Downlink data

2. Downlink data Notification

2. Downlink Data Notification ACK

3. Paging

11. Downlink data

.

20.  S1 release procedure (see section 5.3.5) 

19. No further activity 

detected

18.Uplink data 18.Uplink data

17. Check Integrity and decrypt data

16. UL S1-AP msg

(NAS DATA PDU with EBI)

14. RRC DL msg(Optional: Int 

protected)

(NAS PDU with data)

15. RRC DL msg(Optional: Int 

protected)

(NAS PDU with data)

14-0.AS SMC

13. Downlink S1-Apmsg

(NAS DATA PDU with EBI, 

optional Initial Context setup, 

KeNB for RRC protection)


(For description of steps please check 23.401. To Support large file download, optional parameters are needed in steps 13,14 and 15). 
Step 13: If the size of data to be downloaded is larger than threshold, MME decides to instruct the eNB to enable RRC integrity protection for this CIoT UE, by including (Initial Context setup, KeNB). 

New Step 14-0:  The eNB derives KRRCint to secure the RRC connection with UE and executes  AS Security mode command procedure with UE. The CIoT UE on receipt of the SMC command derives KeNB and further derives KRRCint as already defined in 33.401 Sec 7.2.4.5

Step 15: RRC messages carrying the DL data is integrity protected using KRRCint.
2.3. Radio link failure support for CIoT Optimization.

1) If a large file upload by the UE or download to the UE is expected, UE shall inform the MME, about the large data session in the Release Assistance information.
2) If the large data session is set, the MME will instruct AS security protection in the eNB. For this MME will calculate the KeNB and send (Initial Context Setup, UE Security Capabilities, KeNB) over S1AP to the eNB.

3) eNB will initiate the large data session, with secure AS context setup, by initiating AS Security Mode Command towards the UE. 

4) UE on receipt of AS Security Mode Command, shall compute KeNB, KRRCint to protect the RRC messages and shall send AS Security Mode Command Complete in an integrity protected manner as in clause 7.2.4.5 in TS 33.401. Data transfer shall happen over integrity protected RRC messages using NAS PDUs.

5) Radio link failure: While the data transfer is ongoing, if there is a radio link failure from a serving eNB or a reselection happens to another  target eNB happens, RRC Connection Re-Establishment procedure shall be executed in a protected fashion using the AS security as it is already defined in TS33.401 and other relevant to specifications, to allow context fetch and Re-Transmissions by the serving eNB or MME. The RRC Connection Re-Establishment request can be protected using the ShortMAC-I calculated using the currently defined parameters (KRRCint, Cell identity, C-RNIT etc). COUNT, BEAER, DIRECTION will begin with AS SMC as already defined.
Conclusion 
1) For UEs using Control Plane CIoT EPS optimisation, radio link recovery at the same eNB or reselection another eNB, can be supported by optionally enabling RRC integrity before the large file download. MME can decide to initiate the RRC integrity  based on the size of the data to be downloaded and instruct the UE using the ‘Initial context set up message (KeNB). The RRC reconnection re-establishment can be integrity protected using the ShortMAC-I as currently defined in TS 33.401.
2) Suggested text for CR to TS 33.401:

************************ Start of changes ***************************

X.X Security for UEs using Control Plane CIoT EPS optimization

UEs that use an RRC connection established using the Control Plane CIoT EPS optimisation specified in TS 23.401[2], send and receive data over NAS messages piggybacked over RRC messages between the UE and the eNB. Since these packets are usually small bursts, there is no AS security established between the UE and the eNB and hence the RRC messages are usually not protected. Only the NAS messages are protected as specified in clause 8.2 of this specification.

However, if the size of data to be downloaded or uploaded is more than a threshold, the MME may decide to initiate AS security for the UE and shall send the computed KeNB in a Initial Context setup command to the eNB. The eNB and the UE shall setup a partial AS security context consisting of keys KeNB and KRRCint using AS security mode command procedure specified in clause 7.2.4.2 of this specification and shall use the context for the duration of download or upload. During the period of this connection if there is mobility, radio link failure or any other such events, the RRC messages for these procedures shall be integrity protected using the RRC integrity key (KRRCint) as they are defined for regular UEs in the respective clauses in this specification.
************************ End of changes ****************************
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