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Abstract of the contribution:  This contribution analyzes the threats for a UE with CIoT CP optimization during its mobility while doing UL/DL DoNAS.
1      Introduction
RAN2 is discussing support of mobility for NB-IoT UEs using the C-plane solution (DoNAS) within R14 NB-IOT Enhancement WI. RAN2 plans to use the ‘RRC Connection Re-Establishment procedure’ to allow context fetch from the old eNB to a target eNB in the mobility scenario, similar to active mode hand over scenario. 
In the LS S3-162088, they asked SA3 opinion whether there are security threats and any protection of the RRC procedure is needed as it is done currently for the active mode handover case.

“In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer. 
Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.”
This paper particularly looks at the security threats of an NBIOT UE while DoNAS during the idle mode. The active mode mobility is not addressed here because, the currently defined active mode procedures are expected to sufficiently address it.
2      Security threats
If the UE has large data to send or receive, the currently defined behaviour for the UE is to be in active mode and  establish AS and NAS security context and then receive or transmit DoNAS. If the UE is engaging in communication with an eNB in idle mode for a sustained duration without establishing an AS context there could be potential risks to the sustainability of the connection. Additional risks exist if the UE moves between two eNBs.
NBIoT UE connected to an eNB for a sustained duration
Use case scenario: NBIOT UE in Idle mode has multiple packets to send/receive and expects to maintain the connection with an eNB for a certain duration of time.

Attack: If the connection and the UE context in the eNB is not secured, an attacker can send fake RRC Connection release messages on behalf of the UE using its C-RNTI and make the UE DETACH from the eNB, change its radio characteristics, and deny the service in many ways. On the DL, the attacker can send RRC Connection Release messages to the UE behaving as fake eNB, if there is no RRC protection. The protected DoNAS packets from an attacker will fail the ciphering or integrity check, but the UE can and will send and receive regular RRC messages and these messages can be used to attack the UE.
Mitigation: If the UE has large data to send or receive over RRC (not just short packets), the UE need to protect the RRC messages.
Mobility while receiving DL packets 
Use case scenario: In this use case the NBIoT UE is expected to be in Idle mode and doing DoNAS for a sustained duration such as file download or firmware update. While the firmware update is going on, the UE does a handover from a source eNB1 to a target eNB2. The NBIoT mobility feature wants to support ‘mobility’ from source eNB1 to target eNB2 using the conventional ‘RRC Connection Re-establishment Request’ used during the handover RLF scenario.
Attack: If the RRC Connection Re-establishment for DoNAS is not protected as it is currently protected, a fake UE can make a RRC Connection Re-establishment claiming to be the real UE doing the DoNAS. If there is no security verification of this request at the source eNB, any target eNB would make a S1AP path switch request to the MME to change the S1AP of the UE from the source eNB1 to the target eNB2. With the end-to-end partial ciphering in place for DoNAS packets, the DL packets may not be useful to the receiving attacker UE, but it creates a successful DOS attack to the DoNAS UE by denying packet delivery to it.
Mitigation:
1) If full mobility needs to be supported by means of an X2 handover or an S1 handover, an AS context needs to be established at the beginning of the DoNAS session. Without AS context and security establishment, there is no mobility or transfer of context, buffered packets etc from a source eNB to a target eNB.

 2) For mitigating the above mentioned path switch DOS attack, the path switch triggered by a fake UE need to be prevented or protected. In a conventional S1 handover, this is automatically taken care.
2.3  Mobility while sending UL packets.
Use case scenario: In this use case the NBIoT UE is sending UL packets for a sustained duration like uploading a file etc while in Idle mode. In the middle of the transmission, the UE does a handover from a target eNB1 to a source eNB2. The NBIoT mobility feature wants to support ‘mobility’ from source eNB1 to target eNB2 using the conventional ‘RRC Connection Re-establishment Request’ used during the handover RLF scenario.

Attack: If the RRC Connection Re-establishment for DoNAS is not protected as it is currently protected, a fake UE can make a RRC Connection Re-establishment claiming to be the real UE doing the DoNAS. If there is no security verification of this request at the source eNB, any target eNB would make a S1AP path switch request to the MME to change the S1AP of the UE from the source eNB1 to the target eNB2. With the end-to-end partial ciphering in place for DoNAS packets, the UL packets from the attacker UE would be dropped by the MME, but it MAY create a successful DOS attack to the DoNAS UE by denying packet transmission by it.

Mitigation: 
1) X2 handover may not be necessary in this UL case, since there may not any buffered packet transfer from eNB1 to eNB2.

2) For mitigating the above mentioned path switch DOS attack, the path switch triggered by a fake UE need to be prevented or protected. In a conventional S1 handover, this is automatically taken care.
3      Conclusions
1) If the UE has large data (more than one short data packet ) to send or receive, the UE need to protect the  RRC messages. Without such RRC protection a sustained connection with an eNB may not be possible, it can be hijacked.
2) From the RAN2 LS it is not clear how mobility (handover) is achieved without establishing an AS context in reliable manner. For reliable X2 or S1 handover, atleast a partial AS context for RRC protection needs to be established.
3) Without an AS security context in a serving eNB and target eNB, attack scenarios exist on the DL and UL for a DoNAS UE and to its S1AP link. 
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