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Abstract of the contribution: This paper is for the security method of UE transmitting data in RRC_INACTIVE state, which is related to key issue 4.7 “Key handling in RRC inactive state to RRC active state transition”.

1   Introduction

RAN2 is defining a procedure for Small Data Transmission in RRC_INACTIVE state. RAN2 has identified 2 possible solutions:
Solution A - not using RRC signalling (whether context moving / PDCP anchor changing is under discussion);

Solution B - using RRC signalling.
This paper proposes procedures for handling token and key derivation for data transmitting in RRC_INACTIVE.
2   pCR
******************************************************************************************************
**  Following text are totally new                                                                                        **

***************************************** Start of change ******************************************
5.4.4.y
Solution #4.y: Handling token and key derivation for data transmitting in RRC_INACTIVE
5.4.4.y.1
Introduction

This solution addresses key issue #4.7 “Key handling in RRC inactive state to RRC active state transition”. In which it is requested “For a gNB with knowledge of KAN, shared with a UE, if it can predict any future
e KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken.”
5.4.4.y.2
Solution details
5.4.4.y.2.1
Transmitting data not using RRC signalling
The following example signalling shows UE transmits data on new gNB without PDCP anchor changed:
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1. Connection is suspended

3. MSG1: random access preamble

(UE-ID, token, ULData encrypted with Krrc-enc2)

4. X2 Forward Request

(UE-ID, token, encrypted ULData)

6. X2 Forward Response

(MAC-I, Option NCC, Option encrypted DLData)

7. MSG2: random access response

(MAC-I, Option NCC, Option encrypted DLData)

UE upper layer has UL data

9a. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

8. if indicate to transit To RRC_CONNECTED, 

send MSG3 with token, otherwise, derives Kan*1 

from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from 

Kan*1, check MAC-I and decrypte DLData

2. STEPS:

a. generate and store token

b. derive Kan*2 from Kenb

c. derive Krrc-int2, Krrc-enc2 from Kan*2

10b. Forward encrypted DLData and MAC-I

9b. Forward encrypted ULData and MAC-I

10a. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

5. STEPS:

a. check token with source Krrc-int

b. derive Kan*2 from Kan

c. derive Krrc-enc2, Krrc-int2 from Kan*2

e. decrypt ULData with Krrc-enc2

f. derive Kan*1 from {NH,NCC} pair, remove all other keys

g. derive Krrc-enc1, Krrc-int1 from Kan*1

H. generate PDCP MAC-I using Krrc-int1, encrtypt data with Krrc-enc1


Figure 5.4.4.y.2.2-1 Transmitting data in RRC_INACTIVE not using RRC signalling

Note:
In case of PDCP anchor changed, it is similar with the flow shown in 5.4.4.y.2.2.

Step 1: The source gNB suspends the connection between the UE and the source gNB.

Step 2: The UE’s upper layer needs to send out data to the network after suspension, the UE decides to transmit the data in RRC_INACTIVE state. The UE selects a cell to camp on, and generates a token (e.g. short Resume MAC-I in LTE) with the key used in the source gNB (e.g. Krrc-int) and store it temporarily, then derives Kan*2 from Kan (e.g. with target PCI and target EARFCN-DL), further derives Krrc-int2 and Krrc-enc2 from Kan*2.
Step 3: The UE sends MSG1 including the UE-ID, token and the UL data to target gNB, the UL data is encrypted with Krrc-enc2, which is different from the key used in the source cell.

Step 4: The target gNB send X2 Forward Request (maybe new message) including the UE-ID, token, and the encrypted UL data to the source gNB.
Step 5: The source gNB verifies the token with the key used in the source gNB, if success, derives Kan*2 from Kan and further derives Krrc-int2 and Krrc-enc2 from Kan*2. The source gNB decrypts the buffered UL data using Krrc-enc2. If there’s available {NH, NCC} pair, the source gNB derives Kan*1 from NH and further derives Krrc-int1 and Krrc-enc1 from the Kan*1, and generates a PDCP MAC-I using the Krrc-int1 (if no NCC, then using Krrc-int2).
Step 6: The source gNB sends X2 Forward Response (maybe new message) includes the PDCP MAC-I to the target gNB. The response may include DL Data that encrypted by Krrc-enc1 (if no NCC, then by Krrc-enc2). If NCC exists, the response also includes NCC.
Step 7: The target gNB sends MSG2 to the UE, which includes the PDCP MAC-I, optional encrypted DL Data, and optional NCC. If target gNB decides to bring the UE into RRC_CONNECTED after receiving MSG1, it will send out a legacy MSG2 to the UE (without PDCP MAC-I, NCC and encrypted data).
Step 8: If legacy MSG2 is received, the UE initiates legacy Resume procedure with the token, and then transmits data in RRC_CONNECTED, stop to precede step 9. If enhanced MSG2 is received (PDCP MAC-I included), then the UE performs the following:

A. If NCC is received, the UE synchronize the NH and derives Kan*1 from the NH, and further derives Krrc-enc1 and Krrc-int1 from the Kan*1.
B. The UE verifies the PDCP MAC-I using Krrc-int1 (if no NCC, then using Krrc-int2), if verification success, the UE decrypts the encrypted DL Data using Krrc-enc1 (if no NCC, then using Krrc-enc2).
Step 9: The UE and the source gNB can use new key to encrypt/decrypt the successive UL/DL data as well as integrity protect the data, the data integrity protected and ciphered is transmitted via the target gNB. If DL data is received before step 8, the UE shall buffer it.
5.4.4.y.2.2
Transmitting data using RRC signalling
The following example signalling shows UE transmits data on new gNB with PDCP anchor changed:
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1. Connection is suspended

3. MSG3: RRC Connection Resume Request

(UE-ID, token, ULData encrypted with Krrc-enc2)

4. Retrieve UE Context Request

5. Retrieve UE Context Response 

({Kan*1,NCC},Kan*2)

7. MSG4 (Option NCC, MAC-I, Option encrypted DLData)

UE upper layer has UL data

9. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

8. if indicate To tRaNsit to RRC_CONNECTED, 

send MSG5, otherwise, derives Kan*1 from 

{NH,NCC}, derive Krrc-int1, Krrc-enc1 from 

Kan*1, check MAC-I and decrypte DLData

2. STEPS:

a. generate token

b. derive Kan*2 from Kenb

c. derive Krrc-int2, Krrc-enc2 from Kan*2

6. STEPS:

a. derive Krrc-int2, Krrc-enc2 from Kan*2

b. decrypt ULData with Krrc-enc2

c. derive Krrc-int1, Krrc-enc1 from Kan*1

d. generate PDCP MAC -I using Krrc-int1

10. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


Figure 5.4.4.y.2.2-2 Transmitting data in RRC_INACTIVE using RRC signalling

Note:
In case of PDCP anchor not changed, it is similar with the flow shown in 5.4.4.y.2.1.
Step 1: The source gNB suspends the connection between the UE and the source gNB.

Step 2: The UE’s upper layer needs to send out data to the network after suspension, the UE decides to transmit the data in RRC_INACTIVE state. The UE selects a cell to camp on, and generates a token (as short Resume MAC-I in LTE) with the key used in the source gNB (e.g. Krrc-int), then derives Kan*2 from Kan (e.g. with target PCI and target EARFCN-DL), further derives Krrc-int2 and Krrc-enc2 from Kan*2.

Step 3: The UE sends RRC Connection Resume Request message (MSG3) including the UE-ID, token and the UL data to target gNB, the UL data is encrypted with Krrc-enc2, which is different from the key used in the source cell.
Step 4: The target gNB retrieves UE context from the source gNB, in which the target gNB indicates that the UE keeps in RRC_INACTIVE. The source gNB verifies the token with the key used in the source gNB.

Step 5: If the verification is success, the source gNB returns the UE context. If NCC exists, the context includes {Kan*1, NCC} and Kan*2, otherwise it includes Kan*2. The Kan*1 is derived from NH and the Kan*2 is derived from the Kan.
Step 6: The target gNB derives Krrc-enc2 from the Kan*2 and decrypts buffered UL data with the Krrc-enc2. If NCC is received, the target gNB removes other keys and derives Krrc-int1, Krrc-enc1 from Kan*1, otherwise derives Krrc-int2 from Kan*2. The gNB generates PDCP MAC-I using the Krrc-int1 (if no NCC, then using the Krrc-int2).
Step 7: The target gNB sends MSG4 (could be RRC Connection Resume or other message) including the PDCP MAC-I. The response may include DL data encrypted by Krrc-enc1 (if no NCC, then by Krrc-enc2). If NCC exists, the MSG4 also includes NCC. If target/source gNB decides to bring the UE into RRC_CONNECTED after receiving MSG3/Retrieve UE context, the target gNB will send out a legacy MSG4 to the UE.
Step 8: If legacy MSG4 is received, the UE initiates RRC Connection Resume Complete message (MSG5) to finish legacy Resume procedure and transmits data in RRC_CONNECTED, stop to precede step 9. If enhanced MSG4 is received, then the UE performs the following:

A. If NCC is received, the UE synchronize the NH and derives Kan*1 from the NH, and further derives Krrc-enc1 and Krrc-int1 from the Kan*1.

B. The UE verifies the PDCP MAC-I using Krrc-int1 (if no NCC, then using Krrc-int2), if verification success, the UE decrypts the encrypted DL Data using Krrc-enc1 (if no NCC, then using Krrc-enc2).

Step 9: The UE and the source gNB can use new key to encrypt/decrypt the successive UL/DL data as well as integrity protect the data. If DL data is received before step 8, the UE shall buffer it.
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10b. Forward encrypted DLData and MAC-I


2. STEPS:
a. generate and store token
b. derive Kan*2 from Kenb
c. derive Krrc-int2, Krrc-enc2 from Kan*2


1. Connection is suspended


9b. Forward encrypted ULData and MAC-I


10a. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


5. STEPS:
a. check token with source Krrc-int
b. derive Kan*2 from Kan
c. derive Krrc-enc2, Krrc-int2 from Kan*2
e. decrypt ULData with Krrc-enc2
f. derive Kan*1 from {NH,NCC} pair, remove all other keys
g. derive Krrc-enc1, Krrc-int1 from Kan*1
H. generate PDCP MAC-I using Krrc-int1, encrtypt data with Krrc-enc1


3. MSG1: random access preamble
(UE-ID, token, ULData encrypted with Krrc-enc2)


4. X2 Forward Request
(UE-ID, token, encrypted ULData)


6. X2 Forward Response
(MAC-I, Option NCC, Option encrypted DLData)


7. MSG2: random access response
(MAC-I, Option NCC, Option encrypted DLData)


UE upper layer has UL data


9a. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


8. if indicate to transit To RRC_CONNECTED, send MSG3 with token, otherwise, derives Kan*1 from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from Kan*1, check MAC-I and decrypte DLData



_1547188436.vsd
UE


Source gNB


Target gNB


10. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


2. STEPS:
a. generate token
b. derive Kan*2 from Kenb
c. derive Krrc-int2, Krrc-enc2 from Kan*2


1. Connection is suspended


6. STEPS:
a. derive Krrc-int2, Krrc-enc2 from Kan*2
b. decrypt ULData with Krrc-enc2
c. derive Krrc-int1, Krrc-enc1 from Kan*1
d. generate PDCP MAC -I using Krrc-int1


3. MSG3: RRC Connection Resume Request
(UE-ID, token, ULData encrypted with Krrc-enc2)


4. Retrieve UE Context Request


5. Retrieve UE Context Response ({Kan*1,NCC},Kan*2)


7. MSG4 (Option NCC, MAC-I, Option encrypted DLData)


UE upper layer has UL data


9. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


8. if indicate To tRaNsit to RRC_CONNECTED, send MSG5, otherwise, derives Kan*1 from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from Kan*1, check MAC-I and decrypte DLData



