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************* Start of change 1 ********************************************
5.4
Authentication for HTTP-1

 For authentication of the HTTP-1 reference point, one of the following authentication mechanisms shall be performed between the HTTP Client in the MCPTT UE and the HTTP server endpoint (MCPTT proxy, IdM server or KMS):

-
one-way authentication of the HTTP server endpoint based on the server certificate;

-
mutual authentication based on client and server certificates;

-
mutual authentication based on pre-shared key.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [5], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based mutual authentication is provided in 3GPP TS 33.222 [16], annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS-PSK) is specified in the TLS profile given in 3GPP TS 33.310 [5], annex E.
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