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1	Decision/action requested
Remove EN in KI 2.1 and convert it into a security request. 
2	References
[1]	3GPP TR 33.899v0.6.0 (2016-11) Study on the security aspects of the next generation system

3	Rationale
In section 5.2.3.1.3 of TR 33.899 v0.6.0, following Editor’s Note is added for whether alternative authentication methods with different types of credentials shall be supported:
“Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.”
In this contribution, we suggest to convert the Editor’s Note to a requirement in the relevant section. 
The issue have been discussed in July and September meeting. LS (S3-161159) has been sent out to SA1 for clearfication of following two questions:
Q1) SA3 kindly asks SA1 to clarify whether the industrial factory owner operates its own 3GPP system for the factory services, whether it uses the MNO network or both scenarios are possible.

Q2) SA3 kindly asks SA1 to clarify which deployment scenarios are envisioned in order to allow SA3 to define appropriate alternative authentication methods and different types of credentials, if needed
SA1 reply in S3-161451 and states that, for Q1, both scenarios are supported, and for Q2, SA1 states that their intetent is to define a flexible system that allows alternative access authentication methods with different types of credentials other than the legacy methods currently supported in 3GPP for machine type devices. The LS of SA1 also said that “This is both for locally deployed industry automation systems and large scale MNO networks for non-human IoT deployments (i.e., where the devices are not used by humans, e.g., excludes smart phones and wearables).”
The LS of SA1 has clearly state that the next generation system shall support alternative access authentication methods with different types of credentials other than the legacy methods currently supported in 3GPP for machine type devices, and the alternative authentication method and credentials will be used for non-human IOT deployments. Therefore,  we suggest to convert Editor’s Note as a requirement in section .   

4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.899 
pCR	

********************* Change start********************
[bookmark: _GoBack][bookmark: _Toc452659406][bookmark: _Toc452659819][bookmark: _Toc452660238][bookmark: _Toc452662386][bookmark: _Toc452966481][bookmark: _Toc452966898][bookmark: _Toc452967312][bookmark: _Toc452967725][bookmark: _Toc452970034][bookmark: _Toc457918007][bookmark: _Toc457919075][bookmark: _Toc467572864][bookmark: _Toc467857670]5.2.3.1	 Key Issue #2.1 Authentication framework
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The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.
The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.
This key issue would address the following general aspects:
-	establishment of mutual trust and security between 3GPP network operator and a 3rd party service
Editor's note: the inclusion of the word 'trust' is ffs
Editor’s note: It is ffs whether 3d parties are to be involved in the authentication between the UE and the network or services.
-	provide the authentication capability of the network to operator and 3rd party services 
Editor’s note: network uses the authentication capability of the service in order to enable service related or network access authentication
Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 
The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 
The evaluation of solutions for the authentication framework should take into account the following criteria
•	Security: 
•	Possibility of a common transport for a variety of authentication methods: 
•	Efficiency: 
•	Interworking: 
Ease of handovers and idle mode mobility within NextGen and with other RATs
•	Migration 
Backward compatibility to LTE: 
•	3GPP control over possible enhancements of authentication method used over 3GPP-defined access network
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Weak authentication could cause the resource of operators to be  misused or overloaded.
[bookmark: _Toc452659409][bookmark: _Toc452659822][bookmark: _Toc452660241][bookmark: _Toc452662389][bookmark: _Toc452966484][bookmark: _Toc452966901][bookmark: _Toc452967315][bookmark: _Toc452967728][bookmark: _Toc452970037][bookmark: _Toc457918010][bookmark: _Toc457919078][bookmark: _Toc467572867][bookmark: _Toc467857673]5.2.3.1.3	Potential security requirements
-	The authentication framework shall be protected against misuse and overload.
Editor's Note: The following requirements need more motivation, e.g. from threats. 
Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.
· The authentication framework shall support authentication for network and service access. 
· The authentication framework shall support authentication based on network and service. 
· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.
Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.
· The authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.
· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.
-	The system shall support enhanced authentication mechanism while maintaining backward compatibility.
A NextGen authentication framework should take into account the following potential requirements from TR 22.864:
"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."
"The NextGen system shall be able to support:
-	Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."
A NextGen authentication framework should take into account the following potential requirements from TR 23.799:
"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
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