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Abstract of the contribution: This contribution provides a justification to why the following Editor’s Note can be removed: “Editor’s Note: It is FFS whether a more sophisticated counter mechanism would provide more efficient replay protection.”
1. Introduction
Solution 2.12 provides a replay protection mechanism for the Initial Authentication procedure as follows:

The IAR message is replay protected by using a COUNTER or possibly a SQN that resides in the USIM and the AUSF/APRF. Using a COUNTER and/or SQN for replay protection is a common and well defined and implemented procedure. Thus, it IAR is well protected against replay protection and no need to define a different mechanism.

The IAS is protected against replay attack by two different mechanisms.

a. RAND2 is communicated to the HSS as part of the IAR while encrypted by the home network public key. When the IAS is sent back from the serving network to the NG-UE, RAND2 is included in the outer block of the IAS message while the IAS been integrity protected using a KIASint key which is generated by the AUSF/ARPF and USIM only. The NG-UE is expected to see RAND2 once only and thus this mechanism work similar to tokens for replay protection.

b. Since the IAS carries the AV, the NG-UE uses the RAND and AUTN to authenticate the network and generate the RES. During the procedure, the NG-UE validated the SQN and thus the IAS is integrity protected.

Based on the above logic, the following Editor’s Note should be deleted, “Editor’s Note: It is FFS whether a more sophisticated counter mechanism would provide more efficient replay protection.”
2. Proposed Changes
***************Start of Change 1****************
…………
5.2.4.12.2.4
Changes to HSS Functionality

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When HSS receives the Authentication and Data Request from the SeAN, HSS retrieves the IAR message.

· HSS uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· HSS uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND1.

· HSS access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· HSS uses the RAND1 and ‘K’ to derive KIARenc + KIARint. 

· HSS uses KIARint and the inner and outer block of the IAR to calculate the MAC and compare it to the MAC included to validate the integrity of the IAR. If validation passes, HSS validate the freshness of the message by checkeing the COUNTER received in the Inner Block of the received IAR as listed in next step.


· If integrity of IAR passes, HSS uses KIARenc to decrypt the IAR inner block. Then the HSS does the following verifications:

· Check the freshness of the IAR by checking the received COUNTER.

· Recover the UE security capabilities to be included back to the SeAN in the respective Authentication and Data Response.

· Recover RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response.
………….
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes as per section 2 above into TR33.899.
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