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Abstract of the contribution: This contribution provides a justification to why the following Editor’s Note can be removed: “Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.”
1. Introduction
Solution 2.12 provides an Initial Authentication procediure that is securely protected from the start of communication from the NG-UE until the procedure is complete. In order to achieve this overall objective, two possibilities exist.

i. Protecting the Initial Authentication Request (IAR) message with the serving network public key. This option has lots of limitations and challenges
1. How to configure the NG-UE with every possible serving network public key.

2. Just like legacy authentication mechanism, this solution makes all the NG-UE information visible to the serving network even before the home network has a chance to authenticate the user.

3. It possibly will not provide the home network with the chance to authenticate the user first and that does not help in the roaming case.

4. Solution needs to address all possible cases when the serving network possibly can lies to the NG-UE and the home network different aspects of serving network ID, NG-UE presence, etc.

ii. Protecting the Initial Authentication Request (IAR) message with the home network public key.

a. Provide all the advantages that MASA solution offers.
In addition, the possibility of having the UE security capabilities protected by the home network public key or communicated outside the 9inner and outside blocks of the IAR message on the clear was considered. This is certainly an option that can be implemented and at the same time can be done securely by mandating the serving network (SEAF) to return the same UE Sec capabilities in the IAS message while integrity protected to avoid bidding down attack. 
However, solution 2.12 adopted the option of including the UE security capabilities in IAR message while being protected by the home network public key for the following reasons:

1. There is no need to worry about the serving network (SEAF) to return the UE security capabilities in the IAS message as the bidding down attack is not applicable.

2. It allows the home network to have access to the NG-UE capabilities and thus may allow the home network to examine whether any of the UE security capabilities do not meet the home operator requirements and possibly obsolete.

3. When the UE security capabilities and the IMEI of the NG-UE all communicated securely to the home operator, the home operator could have the option for authenticating the UE rather than the subscriber.
Based on the above discussion, the following Editor’s Note should be deleted, “Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.”
2. Proposed Changes
***************Start of Change 1****************
…………
5.2.4.12.2.4.2
Handling of Authentication and Data Response

· HSS includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
Editor’s Note: Whether to implement these functionalities in HSS or in an additional layer that can sit in front of HSS while keeping HSS unchanged is ffs.
Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.

NOTE: UE Security Capabilities could be sent in the IAR message on the clear outside the inner and outter blocks of the IAR message. In this case, the UE security capabilities needs to be protected against bidding down attack by mandating the SEAF to send the same UE Security Capabilities received in the IAR in the IAS message while is integrity protected.
………….
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes as per section 2 above into TR33.899.
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