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Network Authorization 
This PCR resolves Editor’s Notes in Section 5.6.4.2.2
1. Introduction

This PCR resolves existing Editor’s Notes in Section 5.6.4.2.2 by adding mapping to existing architectural components and call flows.
2. PCR
****************** Begin Change *******************

5.6.4.2.2
Solution details 
The proposed architecture is illustrated in Figure 5.6.4.2.2-1. 
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Figure 5.6.4.2.2-1. Dynamic Authorization by Operator/MNO
The architectural components are described as follows:
· Access Control Policy Function (ACPF): The ACPF is responsible for generating the policies required for performing subscriber / user authorizations to slices / services. The policies are updated on a regular basis based on operator policies and uploaded to Authorization Function(s).

· Authorization Function (AuthF): This function performs the authorization based upon a request from a subscriber and then makes a decision using the access control policies provisioned by the ACPF. The AuthF is located within an Operator / MNO domain.

· Service / Slice Information DB (SIDB): The SIDB contains details about the services / slices such as (e.g. slice-id, expected security level of a slice)

· Authentication Repository and Processing Function (ARPF): This is a store for subscriber / NG-UE profile and security related information. 

· Enforcement Function (EF): These functions perform enforcements for policies relating to access control to services / slices based upon “Proof-of-Authorization” (PoA). 


Figure 5.6.4.2.2-2 defines mapping of architectural components described above into approved SA2 components.
Details of the flow of messages for Figure 5.6.4.2.2-1 are provided below:

1. The NG-UE requests access to a service. The EF checks to see if the NG-UE has been authorized to access the service.

2. If the EF does not have authorization information about a NG-UE’s, the EF then requests the AuthF to perform an authorization so that the NG-UE would be able to access a service. A corresponding response is generated by the AuthF after completion of steps 3 and 4. The response is generated based upon one or more authorization checks.

3. The AuthF obtains authorization policies from an ACPF, based upon which the AuthF performs authorization.

4. The ACPF obtains subscriber profile information from an ARPF / HSS and also obtains slice / service specific information from a SIDB and then generates detailed authorization rules. An example authorization rule would indicate that an equipment authentication may have to be carried out in order to be granted access to a service / slice. The ACPF is provided with general operator policies, relevant subscriber information, information on services / slices offered to subscribers. The general operator policies would determine the type of slices that would be accessible, type of authorization mechanisms (e.g. PoA). Relevant subscriber information such as IMSI, subscription information, preferences, default services may be either pre-provisioned or on a request basis. In addition, detailed slice / services information is provided to the ACPF. 


Procedure for a Dynamic Authorization by Operator/MNO is depicted in Figure 5.6.4.2.2-2.
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Figure 5.6.4.2.2-2: Dynamic Authorization by Operator/MNO
The description of the steps is as follows:

0. The NG-UE is authenticated and registered with the network (SN or HN)

1. The NG-UE sends a Service Request message to the network. The request is of dynamic nature and is performed on-demand, when an application on the NG-UE has been launched and requests for a service / slice(s). The temp ID was obtained prior in the Attach Accept message from SN and is used to route the NG-UE to the proper CCNF during subsequent access. The NG-UE also received an Accepted NSSAI in that same message.  The Accepted NSSAI is a collection of SM-NSSAI accessible by the UE on the SN, from which the UE selects an appropriate SM-NSSAI which may be used by the network to route the service request to the appropriate slice/SMF.
2. The AMF / SCMF on receiving the Service Access Request message makes a determination that the NG-UE has been authenticated. If the NG-UE has not been authorized for the requested service / slice(s) then an authorization check has to be performed. In order to perform further authorization, the AMF / SCMF selects an appropriate authorization function, SMF (AuthF). If the AMF / SCMF already has a valid and locally stored PoA associated with the NG-UE for the requested service, no further authorization is required and the message flow proceeds directly to Step 8. Security / service context information is updated at Step 8 and resource allocation and configuration may be carried out at Step 9 as required.
3. The AMF / SCMF sends a Service Authorization Request message to the selected SMF-i (AuthF). This message contains the IMSI or temporary id of the NG-UE, the SM-NSSAI and optional context information (e.g., time of day, location, security level).

4. The SMF-i (AuthF) obtains the subscription profile associated with the NG-UE from the UDM (ARPF / SIDB).

5. The SMF-i (AuthF) retrieves relevant dynamic authorization policies associated with the requested service / slice(s) from the PCF (ACPF).

6. The SMF-i, based on the dynamic authorization policies, subscription profile, and optional context information determines service authorization for the NG-UE.

7. The SMF-i (AuthF) sends a Service Authorization Response containing a PoA to the AMF / SCMF. In case of a failed authorization a failure code is sent. 

8. The SMF-i (AuthF) updates the appropriate Service / Security Context information associated with the NG-UE. Similarly, the AMF / SCMF processes the PoA received from the SMF-i (AuthF) and creates or updates the corresponding Service / Security Context information associated with the NG-UE. In case of a failed authorization no updates are performed to the Service / Security Context.
9. Appropriate resource allocation and configurations are performed. In case of failed authorization no further resource allocation and configurations are performed.

10. The AMF / SCMF sends a Service Response message containing an authorization approval and the associated authorized service parameters to the NG-UE.

11. The NG-UE is provided with access to the service / slice(s). 

******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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