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The joint session between SA1 and SA3 took place on Tuesday 8th of November 2016 between 2.30 and 3.30 PM.
It was co-chaired by Mr. Toon Norp, KPN, the SA1 chair and by Mr. Anand Prasad, NEC, the SA3 chair. It was supported by Mr. Alain Sultan from ETSI/MCC.

There was one single document presented to this session:
S1-163252/S3-162019: Proposed Topics for Joint SA1/SA3 Discussion, from Nokia

This documents raises 3 different points of SA1 and SA3's mutual interest:

Point 1: Alternative authentication: Topic from SA1: Alternative authentication to support industrial factory deployment. 
"Additional" versus "Alternative" mechanisms:

Orange raised the question of knowing "alternative to what" is meant. Ericsson clarified that this is an alternative to the classical, currently used,  AKA mechanism. Orange then wondered what use case is not compatible with the use of AKA, since they could not find any in the SA1 work so far. 

NEC explained that some devices, e.g. in factories, will not all be meant to support AKA and will have to have a specific mechanism. An authentication for industrial is needed.

Oberthur clarified that what is meant is that additional mechanisms might be used, but they are not meant to replace the 3GPP one, so it is not alternative. Qualcomm explained that this is just a misunderstanding on the wording: the mechanism are additional to the 3GPP classical one (AKA), but would replace them on a particular instance. 
For Vodafone, all the devices should have some kind of pre-loaded security mechanism. For Orange, this would be a kind of over-the-top authentication in the user plane, which could be supported without "replacing" the current mechanism. 
Scope of use of the additional mechanism:

Qualcomm clarified that this Point 1 is raised because e.g. human subscribers and IoT devices might have different authentication mechanisms.

More generally, the SA1 chair clarified the question to be: "Will different verticals have different authentication mechanisms ?" . It could indeed be possible to define a multi-layer solution: 3GPP credentials and, over the top, the "factory credentials". 
Service level authentication:
Orange has no concern to use a service layer authentication in addition to the 3GPP authentication mechanism, but the service layer one is not to be defined by 3GPP.
Ericsson pointed out that, indeed, 3GPP has already defined this type of multi-level authentication system, e.g. with the way the EPS provides authentication for the IMS. But in this case, what is specific is that the authentication also applies to the access network.
Latency:

For NEC, a trade off has to be found between practicality and ease to introduce in the network: indeed, factories have very stringent requirements in terms of cycle time/latency, including the radio part, but adding another layer of authentication on top might be a complex and not optimal solution, in particular in terms of time: each time this authentication is invoked, it will add time. The solution has to be single and still meet the stringent requirements, and has to be backward compatible. NEC insist that these factories are not public anyway.
Other comments:

Nokia pointed out that when the use case is entirely within a single, well identified context, then there is no issue. For instance, the car manufacturers are already using their own security mechanism. Problems arise when there are mixed scenarios, for instance MNO and car manufacturers. The question is to know what an UE with "alternative authentication" is allowed to do: use a separate network, use the "Normal network" and/or use a mixed scenario (slicing).
Vodafone reminded that providing a robust authentication is an essential issue. There were already e.g. press releases about the flaws in 3GPP security, and this should absolutely be avoided in the future.

For Ericsson, SA1 has already replied about all these points in an LS to SA3, so this session is just repeating what is written in the LS. They want to use this session for concrete questions from SA1, instead of reopening answered topics.
For Orange, the service-level authentication is enough, so there is nothing new to be defined by 3GPP; about the latency: they do not see it as a real problem; about reopening issues from the LS: it seems that the points are not clear since there are still lots of questions still open, so this is appropriate to re-open them.
Conclusion:

The SA1 chair wrote the following summary points:
Alternative compared to what is used now in 3GPP

Purpose is to cater for different verticals

Question: What is the UE with alternative authentication allowed to do: Separate network; Normal network; Mixed scenario (slicing)

Question: Is service level authentication not a solution

Point 2: Authentication of equipment identifiers: Topic from SA1: Authentication of equipment identifiers applicable to 3rd party authentication and remote provisioning
Phasing
DoCoMo asked if this something that needs to be done in the first phase or whether it can be done in a future phase. The SA1 chair answered that the requirements are written in SA1 both for Rel-15 and Rel-16, without making a priority, so if a priority is to be set, it is to be done by SA3.

Scope of use 

For Nokia, the subscriber's authentication is absolutely necessary, the equipment's authentication is definitely needed for IoT, but maybe not for enhanced broadband (eMBB), where authentication of the subscriber might be enough.

This view is shared by Qualcomm: while it is clear that authentication of equipment is needed for IoT, it is to be discussed if it is absolutely needed e.g. for eMBB.
Terminology issues
For Vodafone, SA3 should see these topics under the angles of "verification" and "privacy". 
While it is clear that authentication of equipment is in the scope of SA3, DoCoMo pointed out that the term "equipment" is ambiguous. Indeed, SA3 has to decide if e.g. a "wireless modem" is within the scope or not.
It was pointed out that the terms "Verification" and "authentication" are different. What still needs to be clarified is their relationship with "equipment authentication" and "subscription authentication". 

It is wondered if the "equipment authentication" can be used to also access the network. It is concluded that this is not the main intention.
Remote provisioning

Orange pointed out that the "equipment authentication" is only one element involved in remote provisioning, but remote provisioning also involves several other aspects.

General comments

Vodafone underlined that, in the general case, the operator is responsible for a clear and unambiguous authentication, and can be find heavily if lacking to do it. There might be some use cases where it is not the operator's responsibility (factories, etc) but these cases have to be clearly identified as such.
Conclusion:

The SA1 chair wrote the following summary for this point:

Authentication of equipment is studied in SA3

Authentication is relevant for IoT, but does that have to be used everywhere?

What is the definition of equipment?

There is a difference between verification an authentication.

Separation between equipment authentication and subscription authentication.

Not the goal to use the equipment authentication to access the network

But can this be used to access the network to start a provisioning procedure?
Point 3: New SA3 Identifiers: Topic from SA1: SA3 informed SA1 of several new identifiers defined in 33.899. Do the SA3 non-3GPP subscription identifiers map to the SA1 3rd party identifiers?
The answer is: Yes. 
Orange (SA3) wonder what is meant in SA1 by "3rd party identifiers", if for example it is meant "service level" identifier. 
For Morpho, lot of benefits linked to the economy of scale will be lost if every use case will use its own identifiers. 
Vodafone underlined that different formats will also mean signalling issues, since e.g. the different formats of identifiers might have different length. This will be harder to accommodate from a signalling and all the rest of the network point of view.

Ericsson pointed out that it seems that the SA1 delegates have read the SA3 TR, but the opposite might not be true.

For the SA1 chair, it will not work to try to impose to the industry to use the 3GPP identifiers. Somebody will have to do the mapping between the industry identifiers and the 3GPP identifiers. The question is to know who will do this mapping, in particular in the context of IoT.

Oberthur mentioned that knowing who the third party is also has some impact on the solution. Vodafone agreed and mentioned that the case where the factory is an MVNO (when the factory itself is a home network), it might use a different formats, such as WiFi. So SA1 should distinguish the case where the factory is a MVNO from where it is a "simple" third party.

For Vodafone, this is a real question: SA3 should look at the cases with private network/public network/mixed cases/MVNO/etc. About the scenario where unlicensed spectrum is used, Orange think that RAN groups have to be involved in the discussion. 

The SA1 chair pointed out that licenses come with all kind of requirements, conditions, etc. Unlicensed is much more free, no constraints on e.g. security.

Conclusion:

The SA1 chair wrote the following summary for this point:

Yes

3rd party identifiers may have different formats. These formats may come from e.g. factory owners

Overall conclusion:

The SA1 chair concluded that this joint session, although it might not have answered all the questions, has allowed to stress that different language, different terminology, are used in SA1 and SA3.

It makes the discussions more complex to handle. 
More work is needed to be sure that SA1 and SA3 understand each other, and to answer precisely to the different points listed.
The chair's output file is in S1-163237.

Both chairs thanked the delegates for their positive attitude, which allowed to progress the open points, even if not concluding them.
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