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Abstract of the contribution: This contribution analyses key issue 4.1 AS security during RRC idle mode and solution Solution #4.2: Verification of authenticity of the cell during RRC idle mode. The current solution is susceptible to replay attacks. This contribution proposes an evaluation to the solution in 5.4.4.2.
All text below is new, hence no revision marks are used.

******* Start of Changes **********

 5.4.4.1.3 Evaluation
Description of attack on system with Digital Signature: The input to the digital signature is system information, the K-SIG and the time counter. For the system information including the MIB or any of the SIBs (SIB1, .. SIB12), the procedure to calculate the signature is the same. In the system information (SIBs) there may be some varying values from frame to frame, but the most varying parameter is the time counter, which is UTC time. UTC time is a 24hr time.

If an attacker obtains a log of the broadcasted MIB and SIBs with time stamp, digital signature, SFN etc for 24 hrs from a valid cell, with all the parameters, he is in possession of the system information matching time stamp and digital signature. The attacker can masquerade as the original cell, its cell Id, frequency parameter etc and broadcast the same MIB/SIB information. All he need to do is to synchronize his broadcast with the time stamp in his log file to match the original cell. If this is an idle mode attack as mentioned in the key isse, the attacker need to operate the fake cell in the same tracking area (TA), to match the TAC.

If the idle mode UE, eneterd idle mode in the same tracking area as the attacker is broadcasting with tracking area code (TAC) in the MIB, the idle mode UE will pass the digital signature check. The idle mode UE has the public key (K-SIGPublic ) for the tracking area, if the UTC time matches the signature verification will be successful. Whether the content of the system information, whether it is MIB or any of the SIBs, is it actual or replayed, the UE will not be able to make out because the signature matches. The end result is that the idle mode UE camps on a fake eNB. The UE would loose all the valid paging messages, broadcast messages by camping on it. 

UE will detect that the cell is fake only when it wants to become active and does Attach Request. At that instance, the Attach Request will fail and UE may select another cell for service. Till that time it will listen to the wrong cell and may miss all the DL communication meant for it.

If the fake cell is at the edge of the tracking area, UEs moving in to the tracking area will attempt tracking area update (TAU), which will fail. Tose UEs would select another cell for the TAU procedure.

Observation1: It is possible to mount a successful attack on idle mode UEs within a tracking area even with the solution described in 5.4.4.2
Observation 2: Based on the granularity of time stamp, signature will remain steady or repeats. Replay attacks are possible based on signature steady and repeat cycles.
Observation 3: To avoid the replay attacks completely calendar+UTC time stamp (as specified in RFC3339) is needed as parameters in signature calculation.

Observation 4: Even with Calendar+UTC time stamp, (near) realtime replay attacks are possible, to avoid this GPS coordinates of the cell are also needed and the UE need to verify its GPS coordinates with that of the cell.

Observation 5: If the UE was power cycled totally it would be difficult for UE to know the local time or UE without learning from the SIB.

Observation 6: With Digital Signature, GPS coordinates and Timestamp parameters, the size of protected System Info can get significantly larger.

Editor's Note: This evaluation needs to be revisited once the use of the UTC timer in solution 5.4.4.2 has been clarified.
***************************** End of Changes ******************
