[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #85	S3-161740162111
7-11 November 2016 Santa Cruz de Tenerife (Spain)	
Source:	Huawei, HiSilicon
Title:	Solution for Security Mechanism Differentiation for Network Slices
Document for:	Approval
Agenda Item:	8.6.8
Work Item / Release:	FS_NSA/Rel-14
Abstract of the contribution: This contribution proposes a solution for key issue #8.2: Security mechanism differentiation for network slices.
1. Introduction 
[bookmark: _Toc453184094]One key issue of network slicing security is “Security mechanism differentiation for network slices”, which is discussed in the section 5.8.3.2 of TR 33.899-041. In that section, potential requirements are proposed: 
“To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. 
The 3GPP system shall support the security mechanism differentiation in controlling policy and security policy. Security policy may include isolation policy, encryption algorithm, integrity protection algorithm, the length of key, and the policy of key expiration.
It should be possible to define different access security mechanisms as well as session security mechanisms (e.g. control plane, user plane, handover etc) for every network slice.”  
This contribution proposes a solution to support the security mechanism differentiation in confidentiality protection, integrity protection and authentication protocol.
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The 3GPP System should be able to support multiple authentication protocols. Different slices may use different authentication protocols. Among all the authentication protocols used in a 3GPP network, a UE may use one or a few authentication protocols. An AU, dedicated for a slice or common to multiple slices may also use one or more authentication protocols and may not support all the authentication protocols used in a 3GPP network. In cases that a UE supports multiple authentication protocols, the UE should report its authentication capabilities (e.g. through reporting the identifiers of supported authentication protocols) to the network, and the network should select AU(s), either dedicated for a slice or common to multiple slices, for UE authentication to slices, taking into consideration the UE’s authentication capabilities. Furthermore, the network should select an authentication protocol from those supported by the slice to use, if the UE supports multiple authentication protocols.
The figure below illustrates AUSF selection and authentication protocol selection in an attach procedure. 


Figure 5.8.4.x.1-1 AU selection during attach

The description of above procedure is as below:
1. A UE sends an attach request to SEAF. The request contains the UE’s authentication capabilities, i.e., the authentication protocols the UE supports.
2. SEAF sends an AU selection request to SPCF. The request contains the UE’s authentication capabilities.
Note: SPCF refers to Security Policy Control Function, responsible to AUSF selection, security algorithm selection etc. SPCF is formally defined in another contributionthis TR. 
Editor’s note: It is FFS whether the SPCF should be standardized and needed to be centralized position.
Editor’s note: It is FFS where the SPCF is physically located.

3. SPCF selects an AU considering the UE’s authentication capabilities. If the UE’s authentication capabilities include multiple authentication protocols, SPCF needs to select a protocol as well.
4. SPCF returns the selected AUSF’s ID to SEAF.
5. With selected AUSF’s ID, SEAF forwards the UE’s attach request to the selected AUSF.
6. UE and AUSF authenticates to each other. If the UE supports multiple authentication protocols, the authentication protocol is the one selected by SPCF in step 3.

[bookmark: _Toc452659572][bookmark: _Toc452659985][bookmark: _Toc452660404][bookmark: _Toc452662552][bookmark: _Toc452966663][bookmark: _Toc452967080][bookmark: _Toc452967494][bookmark: _Toc452967907][bookmark: _Toc452970216][bookmark: _Toc453242780]5.8.4.x.2 Security mechanism differentiation in confidentiality and integrity protection
Different types of slices are optimized for different services. They may have different requirements on the encryption and integrity protection algorithms of UE-CN signalling, UE-AN signalling and/or user plane traffic. For example, an eMBB slice may prefer a heavy encryption algorithm with a longer key length, while an mIOT slice may prefer a lightweight encryption algorithm and a shorter key length. In addition to the encryption algorithms and key lengths, slices may differ in integrity algorithms and/or key re-keying/refreshing settings as well. Therefore, for UE-CN signalling, UE-AN signalling and user plane traffic, different slices may have different security policies on the selection of encryption algorithms, the selection of integrity algorithms, key lengths and key re-keying/refreshing settings. Further, as a slice may provide several kinds of services, or services with different settings, its security policy should also consider the security differentiation of user plane traffic inside slices as well.

The encryption algorithms and integrity algorithms should be determined by the network. Usually, a key length is closely related to an encryption algorithm. Therefore, the selection of encryption algorithms and key lengths may be performed together by SPCF. 
The selection of encryption algorithms for UE-CN signalling and UE-AN signalling should be performed by the SPCFs of CN and AN respectively after a successful mutual authentication between UE and AUSF. The security algorithm selection for user plane traffic should be performed after the UE is authorized to transmit and receive data. This selection may be implemented inside a slice, and the mechanism could be customized for different slice types.   
If the selection of encryption/integrity algorithms and key lengths is dedicated for one slice, it should comply with the slice’s security policy, of which SPCF must be aware. If the selection is for multiple slices (e.g. in cases selecting algorithms for a secure channel shared by multiple slices), it should comply with the security policies of all these slices and SPCF must be aware of all these slices’ security policies. 
Editor's note: further clarification is needed for the selection for multiple slices.

Besides, the selection of security policies should also consider a UE’s security capabilities and the network’s security capabilities. The figure below illustrates the selection of encryption/integrity algorithms and key lengths.


Figure 5.8.4.x.1-2 Encryption and integrity algorithm selection for signalling protection
The description of above procedure is as below:
1. SPCF obtains one or more security policies from the slice manager responsible for the security policy control. 
Note: Slice managing function is an NF maintaining updated security policies for encryption algorithms, integrity algorithms, and key lengths and distribution of the security policies 
2. UE and AUSF authenticate each other.
3. AUSF notifies SPCF that UE has been authenticated.
4. SPCF selects an encryption algorithm, integrity algorithm and key lengths considering the slice security policy, UE’s security capabilities and network’s security capabilities.
5. SPCF notifies UE the selection results (Security Mode Command in LTE could be reused here).
6. UE acknowledges the selection results.
**************************end of the first change*************************************
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