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Introduction 

This pCR proposes a solution for the key issue – 5.4.3.6. Key issue #4.6 User palne DoS attacks.
Proposed pCR
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5.4.4.x
Solution #4.x: On-demand AS integrity protection
5.4.4.x.1
Introduction  

This solution addresses Key Issue #4.6.
NOTE 1: This solution is applicable to the scenario where a device is allowed to send data to the NextGen network without establishing an AS security context. The need for allowing data transfer without AS security establishment requires analysis and justification from an architecture perspective.
This solution provides a way for the network to configure devices to integrity-protect PDUs only when integrity protection is necessary, e.g. due to identification of bogus data injection attacks or packet flooding DoS attacks. This on-demand integrity protection is mainly required for the devices that may not have an access stratum (AS) security context established with a base station, e.g., for small data transmission, it is desired that the mechanism for integrity protection shall not be based on a per-device security context established at an access node. 

NOTE 2: if the integrity protection requires per-device security context at a base station, it will not be applicable to IoT devices for small data transfer.

To fulfil integrity protection and verification without per-device security context, a control-plane entity provisions (1) the base station with a base-station specific AS integrity protection key that would be used for all devices connected to the base station and (2) a device with a device specific AS integrity protection. Based on the provisioned key, the device, when required by the base station, protects the integrity of the PDU using its AS key; and the base station derives an AS key for the device from the base-station specific AS key and verifies the PDU using the derived per-device AS key.
5.4.4.x.2
Solution details  

5.4.4.x.2.1
AS key generation and provisioning
Editor’s note: Other key derivation methods could be used with this solution.
A core network control-plane entity (e.g., the entity that performs mobility managament) generates a master AS security key (MASK) which is only known to itself. The MASK may be randomly generated by the control plane entity but shall not be derived from or associated with any device specific keys. Based on the MASK, this control plane entity derives a base station AS key (BASK) for a base station. As an example, the BASK is derived based on the MASK and the base station identity as follows:
BASK = KDF(MASK, BS ID) 
where KDF is a key derivation function and BS ID is a base station identifier (e.g., eNB ID in LTE) 
The control-plane entity may have multiple MASKs, each of which was generated at a different time and is associated with an index and expiration time. Therefore, each BASK is also associated with the corresponding index.

The BASK and its index is provided to the base station when the control-plane entity establishes a connection with the base station or the control-plane entity generates a new BASK.
When a device registers to the network through the control-plane entity, the control-plane entity derives a device AS key (DASK) for the device to use with a particular base station upon successful completion of authentication. The DASK is derived based on the BASK and device identity as:
DASK = KDF(BASK, device ID) 

where a device ID is an identifier with which the network can uniquely identifies the device (e.g., S-TMSI in LTE).

The DASK is also associated with the DASK index that corresponds to the MASK index (and hence also with the BASK index) and provided to the device when DASK is provisioned to the device.
The DASK and its index are provisioned to the device over the secure NAS message such as the attach accept message in LTE or alternatively in an encrypted part of a message. For both cases, the message may include an algorithm id that determines the algorithm used for the integrity.

5.4.4.x.2.2
AS security protection

In normal mode of operation, no AS security is expected. When a base station or CN congestion/overload is detected (e.g., due to high volume of small data transfer) or DoS attack is detected by another network entity (e.g., an intrusion detection system), the base station requests a device to protect the integrity of a message that it sends to the network by adding a message authentication code (MAC).
NOTE 1: congestion/overload is triggered when a traffic load exceeds a certain threshold configured by the network. 

A device creates a MAC for a PDU as follows.
During the connection establishment procedure, the base station provides a nonce to a device with an indication of integrity protection being required. Then, the device creates a MAC for a PDU as follows:

MAC = F(DASK, device ID, nonce, COUNT, PDU) 
where F is a MAC generation function, e.g., CMAC, HMAC, and COUNT is a counter that is initialized (e.g., to 0) and incremented for each PDU to prevent replay attacks.
If the device has more than one PDU to send, the COUNT is incremented by a fixed amount (e.g., 1) for each PDU.

When the base station receives the PDU carrying a MAC and the key (i.e., DASK) index, it derives DASK from the BASK identified by the index and verifies the MAC using the DASK. 
Since the base station can derive a DASK for each device from the BASK, it does not need to maintain per-device security context nor does it need to fetch it from a control-plane entity. Instead, the base station derives the BASK for a device only when necessary and on-the-fly.
Editor’s note: It is FFS how to handle mobility scenarios.
Editor’s note: Replay protection when the integrity protection is switched on for a second time during an ongoing connection is FFS.
5.4.4.x.3
Evaluation
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***
END OF FIRST CHANGE
***
[image: image1.png]



