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Abstract of the contribution: We add a little more detail to Key Issue #3.2 and Solution #3.2, as well as some simple evaluation text for the solution.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Key Issue #3.2: “Refreshing keys”, and Solution #3.2: “UE can request a radio interface key refresh” which addresses that key issue.  In this pCR we make simple, self-explanatory refinements to those two sections, including adding evaluation text to the solution.
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.3.3.2
Key Issue #3.2: Refreshing keys

5.3.3.2.1
Key issue details

In GSM/GPRS, UMTS and LTE it is entirely down to the visited network to determine when a reauthentication, and consequent change of radio interface keys, takes place.  There is no way for the UE (or a service running on the UE) to demand – or even request – that keys should be refreshed.  The only route open to the UE is to drop the connection and then reconnect, and hope that this triggers a reauthentication; even then, there is no guarantee.

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update.

After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of AS and NAS security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.
Note1:
The decision to refresh the keys is the responsibility of the network. 


Editors' note: The action of the UE if the network fails to change the security is for ffs. Actions other than the dropping the connection should be investigated.
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.3.4.2
Solution #3.2: UE can request a radio interface key refresh

5.3.4.2.1
Introduction  

This solution addresses key issue #3.2.

5.3.4.2.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to carry out a radio interface key refresh.  (This may equate to a reauthentication, but we don’t know that yet for Next Generation.)  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  If this were being retrofitted to LTE, however, then a natural approach would be to introduce a new set of parameter values and new cause code in the Tracking Area Update and/or Routing Area Update messages.

Such request messages are defined for every type of session key used to protect communication or signalling between the UE and any serving network node.  
While the architecture of NextGen is being developed, it is difficult to draw final conclusion on the best approach. A UE sends a key refresh message to the parent node of the node that the UE wants to reauthenticate (this request may possibly travel via other nodes if the UE does not have a direct signalling connection with). In case of the UE re-authenticating a NextGen access node (AN), e.g., gNB, the UE sends the key refresh request to the control-plane entity in the core network which derives the AS key (e.g., KAN which is equivalent to KeNB in LTE) for the access node. The key refresh request is sent using a NAS message. It would also be expected NAS messages would reach entities that can also refresh the NAS security and trigger re-authentication of the whole key hierarchy. Therefore it seems likely that a NAS message would be the appropriate place to carry a key refresh request and such a request would be able to request different levels of key refresh. 
Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to reauthenticate / update keys whenever its policy requires.

5.3.4.2.3
Evaluation 

This solution clearly addresses Key Issue #3.2.  The solution is, necessarily, described only at a rather high level, because the detail depends on other choices concerning the session key management architecture and protocols.  Nevertheless, it seems very likely that this solution will be achievable and applicable, no matter what key management architecture and protocols are chosen.
~ ~ ~ End of second text proposal ~ ~ ~
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