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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Solution #2.1: “Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was”.  This pCR makes the following contributions to enhance that solution:
Firstly, it corrects some inaccurate cross-references to other clauses.

Secondly, it introduces a new Note explaining the use of the term “Ki” (which is used to refer to the long term subscriber-unique secret key; the GSM term is Ki, the UMTS or LTE term is K, and the term for 5G is tbd).
Thirdly, it addresses an editor’s note.  The solution details clause currently includes the following editor’s note:

Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.

However, it seems unnecessary to go to this level of detail in a TR.  If the solution is selected for inclusion in the TS, elliptic curves can be selected then, possibly in consultation with ETSI SAGE.  We therefore propose to delete this editor’s note.  An identical deletion, for identical reasons, was already approved in another clause of the TR (see S3-161238).

Fourthly, we propose to include some more detail about how the eventual replacement long term secret key is derived.  This addresses the following editor’s note in the solution details clause, which we therefore now propose to delete:

Editor’s note: It is ffs how the key is generated.

Fifthly, we recommend that the home network, rather than the UICC, be the entity to trigger the key update protocol; and we recommend that the exchange be carried out over 3GPP-standardised signalling, rather than over the user plane and the internet.  If this solution were being retrofitted to earlier generation technology then a user plane and internet approach would be more achievable, but for a new generation it seems better to work over standardised signalling.  It avoids the need to expose the HSS to the internet, and it probably also makes it more likely that the update mechanism will be supported by the two endpoints.
Sixthly, we recommend that the HSS, rather than the UICC, be the entity that triggers the key update protocol.  This maintains greater operator control, and reduces the risk of mass update requests creating a DoS condition at the HSS.

Seventhly, bearing the previous two recommendations in mind, we recommend that the key update protocol be carried out by the HSS itself, and not by a proxy sitting in front of the HSS.  The previous two recommendations already limit the exposure of the HSS to attacks exploiting the key update protocol mechanism, and the benefits of using a proxy are not very clear, since a proxy would still not remove the need for an interface to update keys in the HSS.  This allows us to delete the following two editor’s notes:
Editor’s note: It is ffs whether using a proxy reduces the risks on the HSS.

Editor’s note: It is ffs how the key is protected between the proxy and HSS.

Eighthly, we propose to delete the following editor’s note:

Editor’s note: It is ffs whether the risk described in the above paragraph is acceptable.

The residual risk described in the paragraph concerned is perfectly in line with the potential security requirements outlined in clause 5.2.3.2.3.  The solution proposed in this clause clearly does reduce risk relative to existing systems, and there has been no proposal of any solution that could remove even that residual risk; indeed, it is hard to see how there could be any such solution (with the possible exception of a Quantum Key Distribution, which does not seem feasible in this case).

Finally, we add evaluation text.

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.1
Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

5.2.4.1.1
Introduction  

This solution addresses key issue #2.2.

It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription.

5.2.4.1.2
Solution details  

NOTE:
In this clause the terms "UICC" and the "HSS" are referred to.  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".
NOTE:
In this clause, the GSM term "Ki" to refers to the long-term shared secret key stored in the UICC and the HSS – assuming that NextGen security remains largely based on such a shared secret key.  The UMTS or LTE equivalent would be K.  The terminology for NextGen is not yet decided.
Clause 5.2.3.2.1 lists a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points (points a – e) arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.



Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  One might consider running the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  However, the benefits of doing this are not entirely clear.  Below, it is recommended that the update protocol take place over 3GPP-standardised signalling, rather than over the internet; and it is also recommend that the HSS, rather than the UICC, be the entity to trigger the update protocol.  With these two points in mind, it is recommend for simplicity that the update protocol be carried out by the HSS directly, rather than by a proxy.


The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Editor’s note: It is ffs whether the risk described in the above paragraph is acceptable.

Editor’s note: The protocol design needs further details. This includes how this protocol fits the NextGen architecture.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret.  A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [27], as follows:

new Ki = KDF (key exchange protocol output, initial Ki)

where “key exchange protocol output” refers to the shared secret resulting from the key exchange protocol, and “initial Ki” refers to the Ki value that was shared between the UICC and the HSS before the protocol was run, and that was used to authenticate the key exchange.
There are two alternative ways to carry the key exchange protocol messages:

1.
Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its Next Generation Systems equivalent), across core and (potentially roamed-to) radio network.

2.
Over the user plane and the internet.

The recommended option is to carry the key exchange protocol messages over signalling messages.  This is the safer option
There are two alternative entities that could initiate the key exchange protocol:

1.
The UICC.

2.
The HSS.

To maintain operator control, and mitigate possible DoS risks, the recommended option is to have the HSS trigger the key exchange protocol.  Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

5.2.4.1.3
Notes on statefulness at the HSS 

Editor’s note: This clause needs to be revised once the editor’s notes in the previous clause are resolved.

Using something like Elliptic Curve Diffie Hellman for key agreement might suggest that the HSS would need to maintain state during the key agreement session – whereas HSS/AuCs today are generally stateless, not running multi-pass communication sessions.

If this is a concern, then there are a number of ways to mitigate it:

Editor’s note: The way to mitigate the risk is ffs. It also depends on the details on the protocol design that are ffs.

1.
It was already noted that it might be better to run the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  In that case the proxy would be new, and there would be less reason to avoid it being stateful.

2.
The "statefulness" could be managed by using the database that the HLR maintains with information for each subscription.

3.
If the UICC sends the first message in the two-pass ECDH key exchange then it’s the UICC, not the HSS, that needs to remember a secret ECDH parameter.  (The HSS could still initiate the overall protocol by first sending a trigger message to the UICC.)

4.
The HSS need not store its secret ECDH parameter at all, but instead can send it to the UICC – encrypted under an HSS public key, and signed under an HSS private key.  The UICC then simply sends this back to the HSS in the return message.  Neither the UICC nor any eavesdropper can read the secret parameter (because of the encryption), nor can they modify it without the HSS detecting that (because of the signature).

5.
The above mechanism could work in reverse, with the UICC sending its secret ECDH parameter to the HSS encrypted and signed, and the HSS returning it.

5.2.4.1.4
Evaluation

An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).

An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping described in clause 5.2.3.2.2.

Clause 5.2.3.2.1 lists six possible ways (labelled a – f) in which a long term secret key might leak to an attacker.  This solution fully addresses points a, b and e, and reduces the exposure to points c and d.  It does not address point f.
The recommended approach is to carry the key update protocol messages over signalling, rather than over the user plane and the internet.  This requires less exposure of the HSS to possible malicious attack.  Based on this recommended approach, it is also recommended that the key update protocol be carried out with the HSS directly, rather than in a proxy "in front of" the HSS.  While a proxy would in some sense shield the HSS from attacks attempting to exploit the key update mechanism, it also complicates the picture, and the extent to which it would reduce risks in practice is not very clear.  Another recommendation made for this solution, which is to have the HSS rather than the UICC trigger the key update protocol, also reduces the exposure of the HSS.
It’s interesting to note that this mechanism could also address some concerns with embedded SIM.  In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality.  Supplier accreditation schemes can give some reassurance here; and if "profile interoperability" is supported – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer.  But the Ki replacement mechanism described above gives another way to reduce risk: the operator can accept initial Ki’s from vendors they may not entirely trust, but then replace those Ki’s with new ones created directly between the AuC and the UICC, with no involvement from the subscription manager at all.


~ ~ ~ End of first text proposal ~ ~ ~
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