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Abstract of the contribution: This contribution proposes a solution for the MCData SDS service using the signalling channel for key distribution.
This contribution proposes a solution for the MCData SDS service. It proposes that the key distribution messages are directly attached to SDS messages. Consequently, there is no requirement to embed keys within the signalling channel. This reduces complexity, but could increase overhead in some circumstances (e.g. where multiple messages are sent within a session).
It is requested that SA3 accept this contribution for inclusion in the MCX TR 33.880.

************* Start of 1st change **********************

7.5.X
Solution #4.X : SDS key distribution alongside messages
7.5.X.1
Overview
SDS messages are distributed via both signalling and media channels. In addition, file transfer may be viewed as another method for distributing 'messages' (from a security point-of-view). Consequently, an approach for protecting a subset of data within MCData is to perform key distribution alongside the encrypted data. This removes any security dependence on the signalling path.
7.5.X.2
Motivating security requirements

This solution is intended to provide part of the mechanism that provides end-to-end confidentiality, integrity and authentication of SDS messaging, specifically requirements [MCSEC-5.X-1] and [MCSEC-5.X-2].

Procedures in this section may also be applicable to other forms of data within MCData, such as file distribution.

7.5.X.3
Solution description
7.5.X.3.1
General
The solution described in the following procedures show how key distribution may be performed by concatenating the the key distribution packets to the encrypted data itself. This approach was not possible for MCPTT as there was not space in the media path to perform key distribution, and such an approach would not have met the late-entry requirement. Neither of these concerns are an issue for SDS messaging. 
7.5.X.3.2
Procedures for protection of data
The approach is that where data is to be protected, key distribution is performed as part of the data protection procedure. Figure 7.5.X.3.2-1 shows this approach to key distribution.
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Figure 7.5.X.3.2-1: Key distribution alongside the data
Unsecured data content is protected using a data encryption mechanism and a data protection key. The data protection key is also encapsulated to the terminating users. The encapsulated key, encrypted data content and a signature are concatenated to form the secured data message. Importantly, the secured data message contains within itself all the information required by the terminating client to decrypt the data and recover the unsecured data content.

Examples of security protocols where this kind of solution has been used in the past include S/MIME and XMLSec.

Editor's Note:
The data encryption mechanism for SDS messages is ffs.
Editor's Note:
The key encapsulation mechanism for one-to-one and group communications is ffs.

Editor's Note:
The encrypted data format is ffs.
7.5.X.4
Evaluation against requirements

This solution provides a key management mechanism which can meet the requirements in clause 7.5.X.2. The solution has the following benefits:

- Simplicity: One mechanism can be used to protect a wide variety of traffic.

- Self-dependent: No requirement on out-of-band signalling.

However there are the following disadvantages:

- Overhead: Where multiple messages are sent within a single session, there is a key distribution overhead as keys are attached to every message.

- New solution: Does not reuse mechanisms from TS 33.179 (as the situation differs slightly).

- Possible network management issues: Should the network need to interact with a messaging flow (e.g. to redirect), the MC Service could be limited in its ability to manage the flow without complex message introspection. Clients would likely need to understand the correct behaviour rather than the network.

Editor's Note:
How LI will be supported is ffs.
************** End of 1st change **********************
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