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Abstract of the contribution: This contribution addresses the termination point for user plane security and proposes that further explanations are needed.
1 Introduction 

The concept of termination point for user plane security has been first raised in KI#1.15 where it is proposed that it should be in a UP Gateway. UP Gateways are further mentioned in KI#1.17. In addition, several solutions under security area #1 address these key issues or at least mention UP Gateways.
The problem is that KI#15 and KI#17 do neither provide precise references (e.g. from SA1 and SA2 documents), on this concept. It is not clear in the current TR whether this is about adding an additional security layer with a flexible termination point or whether it is about moving the termination of the user plane security away from the access network. For the latter, there is no clear rationale showing why the current model with security terminated in the AN is not good enough.
2 Analysis
In the description clause of KI#15, the UP Gateway (UP-GW) is presented as a flexible termination point of the user plane traffic.  With no precise reference to a definition, it could be interpreted that the termination point of UP is the entity in the UP path where the CN control over the UP ends. This should be an entity implementing the SGi interface such as the P-GW or the L-GW in LTE. Could it be then that the term UP-GW is used as a generalization of L-GW and P-GW or even a generalization of a User Plane Function (UPF)? 

It is suggested in KI#15 that UP security could be terminated in the UP-GW. This is only a proposal for a potential solution and evidence of existing security requirements or even security benefits are yet to be presented. Two justifications are provided where the first one is related to the heterogeneous nature of the access network in Next Gen and the second one is related to virtualization. 

While the latter is rendered useless by an EN, the former would benefit from further explanations in support of the reduced complexity argument. There are no indications in the SA2 TR that one of the goals of the architectural study would be to deliver a user plane architecture agnostic to the access network.

Technically, it is difficult to envision a solution that does not introduce an additional protocol layer (e.g. outer IP) or even a new protocol for the transport of the UP traffic between the UE and the UP-GW. In fact, one solution in SA2 TR under clause 6.4.8 introduces such a transport protocol. However, this solution in particular is only specific to small data and is definitely not aimed at all types of services. 
In the requirement clause of KI #15, the suggestion that UP security could be terminated in the UP-GW is then turned into a requirement whose validity is also being questioned by another EN. In KI#17, this concept is endorsed and used as a valid assumption in the requirement clause.

From an operational perspective, this could lead to an increase in complexity and signalling for the mobility procedures.  From a security perspective, it is yet to be argued why the current security mechanism of AN terminated UP protection is not good enough. In fact, the current security mechanisms are needed for the protection of the AN in the first place. Therefore, moving this first line of defence away from the AN weakens the security and would rather seem controversial. 
Should the UP-GW term refer to a new function, SA2 needs to be informed as it was done for the authentication functions. This is important since SA2 has an ongoing study (CUPS) related to the split of control and user plane functions. 

3 Proposal

It is proposed to add Editor’s notes capturing the lack of clarity in following:
· The definition of the UP-GW
· Whether the concept of flexible UP security termination relates to an additional UP protection layer or not.

· Precise motivational requirements and use cases if any.

· Justification on why the current model of UP security terminated in AN not good enough or not sufficient.

In order to avoid repetition, the proposed EN is included under the solution clause (5.1.4) of the security area #1 on architecture. However, its scope should be any solution addressing or making use of the listed concepts regardless of the security area.
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***
BEGIN CHANGES
***

5.1.3
Key issues
Editor’s note: The concept of UP-GW for the termination of UP security and how it fits in SA2 architecture is FFS. Whether the concept is related to an additional UP protection layer or not is FFS. Motivational requirements and use cases for the concept are FFS. Justification on why the current security mechanism of AN terminated UP security is not enough or not sufficient is needed.
***
END OF CHANGES
***
