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Abstract of the contribution: This contribution provides the details of how SCEF knows the currently active AV that has been used to authenticate the UE and thus it always provides the Application server with the correct keying material. Based on this discussion, it is proposed that the following Editor’s Note be deleted. Editor’s Note: Whether using GUTI which doesn’t have one-to-one correspondence with KASME introduces any security threat is for FFS.
1. Introduction
Both solutions No. 11 and 12 in TR33.863 make use of the interface T6a between the SCEF and MME to ensure that the SCEF deliver the correct keying material to the application server after receiving confirmation from the MME that the UE has been successfully authenticated. In addition, the MME is the entity that generates the UE GUTI and it is the same entity that maintain the one-on-one mapping beteen the UE GUTI and the current active Kasme and AV.
This contribution describes the details of how the MME provide the exact current active AV that is being used to authenticate the UE and consequently the UE is using to derive the application layer keys and at the same time provide the same mapping to the SCEF to provide the exactly same AV to the application server.

Thus, this contribution describes how the UE and the application server are always synchronized to which AV to be used for deriving the application keying material despite the UE possibly having the same GUTI that maps to several AV(s).

2. UE and Application Server remain synchronized 

This section describes how solutions 11 and 12 gurantee that despite the fact that the UE GUTI does not map one-to-one with the Kasme, the UE and the application server are always synchronized with respect to the keying material and always derive the same keys for securing the end-to-end communication between the UE and the application server.
2.1. Solution No. 11: A Method for IoT Service Layer Security Bootstrapping Solution
1. In this solution, when the UE is being authenticated by the network, the HSS provides one or multiple AV(s) to the MME

2. The HSS deliver the AV(s) to the MME which chooses one specific AV and use it to authenticate the UE. In addition, the MME generates a temporary ID for the UE and allocates a GUTI.

3. After the MME authenticates the UE using a specific AV, the MME keeps as part of the UE context which AV is being active. Optionally, the MME may generate the Ks immediately after the UE is authenticated and save it as part of the UE context.

4. After the SCEF receives the request from the third party security server or the application server itself, the SCEF sends a request to the respective MME to request the keying material for the bootstrapping of the application layer for the UE that is assigned the specified GUTI.

5. Although, the GUTI maps one-to-one to the UE, it does not map-on-to-one to the Kasme or AV. However, the MME is aware of the current AV that has been used to authenticate the UE.

6. The MME can generate the Ks based on the UE’s currentlt active AV (Kasme) and then deliver the Ks to the SCEF.

7. In this solution, the MME is always aware of the AV that has been used to authenticate the UE and thus being used to delrive the Ks. This guarantees that the UE and the Application server are always synchronized with respect to which AV being used to derive the application layer Ks.
2.2. Solution No. 12: A Method for IoT Service Layer Security Bootstrapping Solution
1. In this solution, when the UE is being authenticated by the network, the HSS provides one or multiple AV(s) to the MME
2. The HSS deliver the AV(s) to the MME which chooses one specific AV and use it to authenticate the UE. In addition, the MME generates a temporary ID for the UE, GUTI.
3. At the same time, the HSS deliver the AV(s) to the MME, the HSS push the following information to the respective SCEF node, Ks, RAND, and IMSI. If the HSS generated multiple AV(s) to this UE, the HSS will deliver multiple pairs of RAND and Ks.
4. After the MME authenticates the UE suing a specific AV, the MME push the following information to the SCEF, the RAND that is associated with the current AV, GUTI, and IMSI.
5. After the SCEF receives both push messages from the HSS and the MME, the SCEF looks up the UE’s record based on IMSI, identify the RAND that matches what has been received from the MME and allocate the respective Ks. The SCEF at this point can associate the UE GUTI with the current context holding the list of RAND and Ks. The SCEF flags the Ks which maps to the received RAND as ACTIVE.
6. When the SCEF receives the request from the application server or the third party server, the SCEF looks for the UE record based on the received GUTI and then identifies the active Ks and delivers it to the Application server.

7. Despite that GUTI does not map one-to-one to the AV, the UE and the Application server are always synchromized to which Ks is being used.
3. GUTI to reference UE bootstrapped application session key

GUTI is globally unique ID that is used to identify a specific UE session on a temporary basis in the serving network. GUTI is combined of the MME GROUP ID, MME ID, and a random number that is unique within the MME which generated the GUTI. Cryptographically, there is no relationship between the GUTI and the Kasme or any of the keying materials that is generated by the HSS during the UE authentication.
The only possible security threat is the possible exposure of the GUTI to the Application Server. As there is a trust relationship between the home network and the third part application server, and the GUTI is being communicated to the application server securely, there is no identified security risk of using the GUTI. In addition, GUTI would be re-allocated to the UE based on system configured frequency of access attempts or periodicity, which renders the old GUTI useless, even if kept by Application Server.
On the contrary, all other solutions which proposed deriving application session keys based on 3GPP-AKA have not identified which Identity to be used to identify the UE session and the respective application session keys.
4. Conclusion

1. Although, the GUTI does not map one-to-one with the Kasme, both solution 11 and solution 12 guarantee that synchronization between the UE and the application server to which AV is being used to bootstrap the application layer Ks key. In addition, there is no cryptographical relationship between the GUTI and any of the keying material that is generated by the HSS for the UE authentication or deriving other keys, e.g., Kasme. Therefore, the respective Edotor’s Note should be deleted.
2. SA3 is kindly requested to agree to the companion pCR for the TR 33.863.
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