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Abstract of the contribution: This contribution proposes the usage of Tuak algorithm for Rel-14 3GPP specifications. 
1. Introduction

3GPP TS 35.231 corresponds to the specification of Tuak algorithm set, a possible alternative to Milenage algorithm set. Moreover, Tuak proposes a larger choice of possibilities for the input and output values for the AKA authentication in order to provide further flexibility and higher security level. 
	Input/Output
	Milenage
	Tuak

	K (subscriber key)
	128 bits
	128 / 256 bits

	RAND
	128 bits
	128 bits

	SQN
	48 bits 
	48 bits

	AMF
	16 bits
	16 bits

	MAC-A, MAC-S
	64 bits
	64 / 128 / 256 bits

	RES
	Variable lenght
	32 / 64 / 128 / 256 bits

	CK
	128 bits
	128 / 256 bits

	IK
	128 bits
	128 / 256 bits

	AK
	48 bits
	48 bits


But, current version of TS 35.231 restricts the usage of Tuak. Confer clause 5.1 of 3GPP TS 35.231 [1]. 

Extract of TS 35.231, clause 5.1: Any sizes for the parameters K, MAC-A, MAC-S, RES, CK and IK mentioned in the present document shall not be supported nor used in entities defined in 3GPP specifications until these specifications explicitly allow their use.
In this contribution, we propose to allow the usage of Tuak algorithm for Rel-14 3GPP specifications in order to take advantage of the existence of Tuak algorithm. For security reasons, 3GPP systems should be prepared to use Tuak when needed. Additionally, an operator may want to have the choice to use Tuak algorithm from now. 
2. Discussion
When proposing the usage of Tuak algorithm for Rel-14 3GPP specifications, we can distinguish the following scenarios:
Scenario_1: The usage of Tuak algorithm with inputs and outputs values having same lengths than the authentication parameters defined within 3GPP TS 33.102 [1] (clause 6.3.7).
· With this scenario, an alternative algorithm could be available in the UE in case of security issues with Milenage algorithm. And the operator may have the choice between two algorithms for authentication.
Scenario_2: Usage of Tuak with 256-bit key K as input, and outputs values having same lengths than the authentication parameters defined within 3GPP TS 33.102 [1] clause 6.3.7. 
· The authentication would benefit from 256-bit keyfor the input key K without impacts on the key lengths for AS and NAS protection. 
Scenario_3: Usage of Tuak 256-bit key K as input, and outputs values having different lengths than the one defined in 3GPP TS 33.102 [2].
· Presence of 256-bit keys for AS and NAS protection would offer higher security level and provide future proofness 

· 3GPP TS 33.401 clarifies in clause 6.2 that the support of 256-bit keys could be possible 

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

Impacts 
Algorithm selection

For all scenarios, the usage of Tuak algorithm would need to define a new feature in the UICC application in order to enable the network to indicate the algorithm to be used in the authentication request. 

3GPP TS 33.102 already indicates the possibility for operators to indicate in the AMF field the algorithm to be used by the UICC application for the AUTHENTICATE command. 

Definition of such new feature to indicate the algorithm to be used would be the responsibility of 3GPP CT6 group. 

256-bit key K as Tuak input

For scenario_2, the use of 256-bit key K would have no impact on the output values of the AUTHENTICATE command used to perform the AKA authentication. All the keys derived from the keys CK and IK would not be impacted. There is no impact on the ME.

The impacts on 3GPP SA3 specifications would be to modify the clauses in 3GPP specifications (e.g 3GPP TS 33.401 [3] and 3GPP TS 33.102 [2]) indicating that the subscriber key K shall have a length of 128 bits. The specifications should be modified to allow the use of 256-bit keys for the subscriber key K in addition to 128-bit key. 

Tuak outputs with different output lengths than the one defined within 3GPP TS 33.102 (e.g. Milenage algorithm). 
The current specification of the AUTHENTICATE command specified in 3GPP CT6 group defines the output values of the command with dynamic length. Consequently, new lengths for the output would be understood by the ME. 

The impacts on 3GPP SA3 specifications would be to modify the clauses in 3GPP specifications to indicate that the keys can be 256 bits and the interfaces are supporting 256-bit keys. 

3. Conclusion

We kindly ask SA3 to review this proposal and take decisions regarding the usage of Tuak algorithm in the following scenarios:

· To agree the usage of Tuak algorithm with 128-bit key for the key K

· To agree the usage of Tuak algorithm with 256-bit key for the the key K and output values with length similar to authentication parameters defined in 3GPP TS 33.102 [2] (clause 6.3.7).
· To agree the usage of Tuak algorithm with 256-bit keys and different outputs values with different lengths. 
The associated changes in 3GPP specifications will be modified accordingly during next SA3 meeting. 
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