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Abstract of the contribution:

S3-161498 added an evaluation of solution 2.6 to clause 5.2.4.6.3.. This evaluation mentioned a combination of solutions 2.2 and 10.2 as an alternative to solution 2.6. An EN was added stating that this combination should be described as a separate solution. This is what the present solution does, thereby resolving this EN. 
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5.2.4.6.3
Evaluation 

Solution #2.6 is an enhancement to solution #2.2 as stated in clause 5.2.4.6. Solution #2.2 helps against purely passive attacks when the permanent key K has leaked to an attacker, as described in key issue 2.2, while solution #2.6 also helps against active attacks when the permanent key K has leaked to an attacker.

It is assumed for solution #2.6 that the serving network possesses a private-public key pair, and the home network knows the public key.

Under these assumptions, also solution #2.z applies. Solution #2.z has the same effect as solution #2.6 in that it mitigates also active attacks. 

The advantage of solution #2.zover solution #2.6 is that the UE need not know the public key of the serving network, only the home network would need to know it. This makes distribution of the public key easier. Furthermore, there are fewer public-key operations on the air interface. 

It should also be noted that there are solutions for addressing key issue 2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. 


----------------------- next change -----------------------

5.2.4.z
Solution #2.z: Combining solutions 2.2 and 10.2
5.2.4.z.1
Introduction  
This solution addresses key issues 2.2 and 3.1. It consists in a combination of solutions 2.2 and 10.2. Solution 2.2 helps against purely passive attacks that use a leaked permanent subscriber key. Solution 10.2 helps against the interception of keys sent between operator entities. 
 
5.2.4.z.2
Solution details  
It is assumed for the present solution, as for solution 10.2, that the serving network possesses a private-public key pair, and the home network knows the public key.

Solution #2.2 adds a Diffie-Hellma key exchange to the key establishment over the radio interface. Solution #10.2 consists in encrypting keys in authentication vectors or security contexts transmitted between core network entities using the public key of the receiving entity. The present solution consists in applying solution #10.2 in addition to solution #2.2. In this way, also active attacks trying to impersonate the serving network can be mitigated. 
5.2.4.z.3
Evaluation 

See also evaluation of solution #2.6.
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