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Abstract of the contribution:

This contribution presents a high-level solution preventing the threats and fulfilling the requirements in the new key issue proposed in the companion contribution S3-161875. We stress that the use of an authentication protocol with authentication confirmation does not automatically fulfill the requirements; rather an explicit linkage in the home network of authentication confirmation and location update is needed. 

All the text in the following is new, hence no revision marks are used.  

----------------------- start of new text-----------------------

5.2.4.z
Solution #2.z: Linking update location with authentication confirmation
5.2.4.z.1
Introduction  

This solution addresses key issue xxx

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.z.2
Solution details  

The solution consists in using an authentication protocol with UE authentication confirmation, e.g. EAP-AKA' or EPS AKA* (cf. solution 
2.z), and link it to a Next Generation Update Location Request (NG-ULR). This can be done e.g. in the following way: 
· The home network records the time of most recent successful authentication of the subscriber together with the identity of the NG visited network that was involved in the authentication. When a new NG-ULR arrives from a visited network the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not the NG-ULR is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new NG Authentication Information Request for fetching new authentication vectors before repeating the NG-ULR. 
NOTE: With this approach, the authentication procedure and the NG-ULR procedure are performed independently. They are coupled only through linking information in the home network. This is similar to the flows in EPS. 
NOTE: It is up to the home network to set a time threshold for defining what 'sufficiently recent' is.
· A variant of the above approach would be based on a more fine-grained policy applied by the home network: the home network could classify roaming partners into different categories, depending on the trust - e.g. derived from previous experience- placed in them, for example as follows: 

· For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the NG-ULR.

· For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks)

· For a visited network in the third category, the home network would perform no checks regarding NG-ULRs and authentication at all. 

Editor's Note: The procedures described in this solution need to be agreed together with CT4. 

Editor's Note: It is ffs whether the use of any such measures taken in the home network are to be mandated, or whether they should be left to the operator as they do not affect interoperability. But the measures should be described.  

NOTE: An authentication protocol in itself does not provide a solution for key issue xxx
, even if it provides UE authentication confirmation to the home network, as e.g. EAP-AKA' or EPS AKA* do. The authentication result needs to be linked to the location update procedure somehow to achieve the desired solution. 
5.2.4.z.3
Evaluation 

tba
----------------------- end of new text-----------------------
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