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Abstract of the contribution: This contribution analyses the situation on I-WLAN feature withdrawal and proposes a way forward.
1 Introduction 

SA plenary LS (S3-160919) gave the following task to SA3:
Specifications relating to I-WLAN not yet created for Rel-13 will not be created. All I-WLAN specifications apart from 33.234 will not be created in Release-14. 
SA3 is to create a CR to void the Release-13 version of TS 33.234 of technical content apart from the parts which are referenced from other specifications either for the purposes of backwards compatibility or to allow re-use of generic procedures. 

In the same LS SA plenary asked also all WGs under SA and CT to also do the following:
Please update any existing I-WLAN references to specifically point to the latest versions of the I-WLAN specifications that still contain technical content.

SA3 has also received an LS from SA2 (S2-165026), where SA2 indicates to SA plenary (cc to SA3 and other WGs) that SA2 have created stub versions of their I-WLAN specifications.

At SA3 Chennai meeting (#84) the way forward for SA3 was endorsed (S3-161045). It is as follows:

1) SA3 needs to identify the parts of TS 33.234, which are referenced from other specifications for the purposes to allow re-use of generic procedures, and identify what are these referencing specifications. 

2) SA3 needs to identify the parts of TS 33.234, which are referenced from other specifications for the purposes of backwards compatibility, and identify what are these referencing specifications.

3) When the cross-references in 1) and 2) are identified, it needs to be decided whether the referenced part of TS 33.234 could be moved from TS 33.234 to the referencing specification thereby decreasing the number of needed references, or if some parts need to be still retained in TS 33.234.

4) SA3 needs to void the rest of the specification, except for the retained parts. 

5) Update any existing I-WLAN references to specifically point to the latest versions of the I-WLAN specifications that still contain technical content.
This contribution performs an analysis of points above, and proposes a way forward for TS 33.234 from Rel-13 onwards. 
2 TS 33.234 referenced from other specifications due to re-use of generic procedures 
2.1 References from SA3 specifications
	Referencing specification and clause
	Referenced clause in TS 33.234
	Proposed handling

	TS 33.402, 6
Authentication and key agreement procedures

6.1
General “EAP-AKA and EAP-AKA’ use pseudonyms and re-authentication identities. Pseudonyms and re-authentication identities should be generated using the method defined in TS 33.234 [9]. 

NOTE 3: When using the method in TS 33.234 [9] for the generation of pseudonyms and re-authentication identities the AAA server can resolve these identities without having to store them. In particular, they can be resolved even when the UE is not registered.  

NOTE 4: TS 33.234 [9] defines Temporary Identities such that the leading six bits form the Temporary Identity Tag. This tag is converted to a printable character using the BASE64 method, according to TS 33.234 [9]. Compatibility with the NAI format defined in TS 23.003 [8] is achieved by choosing the temporary identity tag such that the printable character equals the leading digit for the NAI defined in TS 23.003.

”
	6.4
Temporary identity management is referred as a whole.
	Move content of 6.4 to an appropriate place in TS 33.402 and update the reference to point to the new place.


	6.2
Authentication and key agreement for trusted access
NOTE 13:
More detailed provisions may be required for particular access networks, similar to those in bullet 25 in TS 33.234 [9], subclause 6.1.1.1 for WLAN access networks.


	Bullet 25 in clause 6.1.1.1.
That bullet is void.
	Remove the reference, i.e. void the Note.
(Or, is the note pointing to the correct bullet?)


	6.5
Authentication and authorization with S2b for Private network access from Untrusted non-3GPP Access networks

6.5.1
General
“NOTE 1:
TS 33.234 [9] also covers the case of the External AAA Server supporting the EAP procedure, but EAP is only supported for I-WLAN, not for S2b (nor for S2a or 3GPP accesses).  

” 
	6.1.5.3.1
Authentication and authorization for the Private network access (The External AAA Server performs EAP procedure)
is referred as a whole.
	As reference to TS 33.234 [9] will be made to point to Rel-12 version, so this reference can stay untouched.


	TS 33.402, 8.2.2
Tunnel full authentication and authorization Step3 “…the 3GPP AAA server shall identify based on the realm part of the NAI that combined authentication and authorization is being performed for tunnel establishment with an ePDG which allows only EAP-AKA (and not an I-WLAN PDG as defined in TS 33.234 [9], which would allow also EAP-SIM).”
	TS 33.234 is referred as a whole.
	Option 1: Delete the referencing text in parenthesis.

Option 2: Leave the text in parenthesis, but then reference [9] needs to be made to point to Rel-12 version.
For clarity it is proposed to take option 2.



	8.2.3
Tunnel fast re-authentication and authorization
“3)
The ePDG sends the Authentication and Authorization Request message with an EAP-Payload AVP toward the 3GPP AAA Server, containing the fast re-authentication identity. The UE shall use the fast re-authentication identityto create an NAI, as defined in clause 19.3 of 3GPP TS 23.003 [8]. The 3GPP AAA server shall identify based on the realm part of the NAIthat the combined authentication and authorization is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9] , which would allow also EAP-SIM). The different Diameter application IDs will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of the present document(which requires EAP-AKA’ authentication), and authentications for tunnel setup in EPS (which allows only EAP-AKA).

”
	TS 33.234 is referred as a whole.
	Option 1: Delete the referencing text in parenthesis.

Option 2: Leave the text in parenthesis, but then reference [9] needs to be made to point to Rel-12 version.

For clarity it is proposed to take option 2.


	8.2.4
Security profiles

“The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used.”

“For ePDG certificates, the certificate profiles as defined in TS 33.234 [9] shall be used.”
	6.5
Profile of IKEv2
6.6
Profile of IPSec ESP
6.6A
Profile for PDG certificates
	1) Move security profiles to an appropriate place in TS 33.402 and 
2) update based on the general security profile updates. 

1) Implemented in accompanying CRs.

2) TBD in the meeting.


	9.2.2.3
Security Profiles

The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used with the exception that ESP in transport mode shall be used.

For PDN GW certificates, the certificate profiles as defined in TS 33.234 [9] shall be used.
	6.5
Profile of IKEv2
6.6
Profile of IPSec ESP
6.6A
Profile for PDG certificates
	1) Move security profiles to an appropriate place in TS 33.402 and 
2) update based on the general security profile updates. 

1) Implemented in accompanying CRs.

2) TBD in the meeting.


	9.2.2.4
Enhanced Security Support
“The profiles for IKEv2 and IPsec ESP in tunnel mode as defined in TS 33.234 [9] shall be used.”
	6.5
Profile of IKEv2
6.6
Profile of IPSec ESP

	1) Move security profiles to an appropriate place in TS 33.402 and 
2) update based on the general security profile updates. 

1) Implemented in accompanying CRs.

2) TBD in the meeting.



2.2 References from other WGs’ specifications

	Referencing specification and clause
	Referenced clause in TS 33.234
	Proposed handling

	TS 43.318,  7.5
Security Mechanisms
“All signalling traffic and user-plane traffic sent between MS and GANC over the Up interface is protected by an IPsec tunnel between the MS and GANC-SEGW, that provides mutual authentication (using SIM credentials), encryption and data integrity using the same mechanisms as specified in 3GPP TS 33.234 [9].” 


	This seems to refer to IPsec tunnel related mechanisms in TS 33.234 as a descriptive (informative) text and not as a normative reference for the purposes of re-using functionality. 

The rationale for that interpretation is that clause 7.5 is clearly a half page overview clause, and, more importantly, TS 43.318 has normative Annex A, which has detailed stand-alone procedures for EAP-SIM/EAP-AKA authentication within IKE and profiles for IKE and ESP. 
	1) Change “same mechanisms” to “similar mechanisms” and add a Note, which says that the exact mechanisms for the purposes of the current specification are defined in Annex A, and
2) Also, add modify the reference [9] to be Rel-12 version of 33.234.    

	TS 44.318 v 13.0.0 
4.2.5
 Certificate Handling and Authentication
“The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234 [10].

In addition to the requirements listed in 3GPP TS 33.234 [10], the MS shall take the following actions for received GANC-SEGW certificates:

-
match the SubjectAltName in the end entity certificate with the IDr payload, and with GANC-SEGW identity obtained from derivation of the Provisioning GANC-SEGW FQDN, provisioning, discovery or register redirect.

-
If the MS was provisioned with an IP address of the GANC-SEGW, (or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message), then the certificate shall contain an IPaddress SubjectAltName that matches that address. 

-
If the MS was provisioned with an FQDN of the GANC-SEGW, or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. 

-
If the MS derived the FQDN of the Provisioning GANC-SEGW, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. 

-
If a single SubjectAltName extension contains several IPaddress or DNSname components, at least one of them shall match the expected value.

”

	This is assumed to refer to clause 6.6A
Profile for PDG certificates. 


	Option 1: Since clause 6.6A is proposed to be moved from TS 33.234 to TS 33.402 (see 2.1 above), it is proposed to modify the reference from TS 44.318 to point to the new place in TS 33.402. 
Option 2: Move the relevant parts of clause 6.6.A to TS 44.318. No reference needed to any other spec. 

Benefit of option 1 would be that then there would be only one place for the certificate profile. On the other hand, is it clear that certificate profile of GAN is identical to the certificate profile of TS 33.402? 
Proposal: Take option 1 unless there are clear arguments what option 2 would be preferable.

Note:  A third option could be to refer to Rel-12 version of TS 33.234. However, making the reference to point to Rel-12 version of TS 33.234 might not be a good idea as then Rel-13 TS 44.318, and later releases, would be pointing to an outdated security profile. 


3 TS 33.234 referenced from other specifications due to backwards compatibility
3.1 References from SA3 specifications
We are not aware of any SA3 specification that would refer to Rel-13 TS 33.234 for the purposes of backwards compatibility. 
3.2 References from other WGs’ specifications
We are not aware of any other specification in any other WG that would refer to Rel-13 TS 33.234 for the purposes of backwards compatibility.  
4 Conclusion
The analysis above shows that all referenced parts of TS 33.234 are from TS 33.402, TS 43.318 and TS 44.318 and that the referenced parts can either be moved to TS 33.402 or removed from TS 33.234.
If SA3 agrees to move the proposed content from TS 33.234 to TS 33.402, and update the references of TS 43.318 and TS 44.318 as proposed above, there will be no technical content left in TS 33.234. In that case SA3 could make a similar stub version of Rel-13 TS 33.234 that SA2 has created and no Rel-14 version of TS 33.234 needs to be created. 
5 Proposal

It isproposed to move the indicated parts from TS 33.234 to TS 33.402, and make a similar stub version of Rel-13 TS 33.234 that SA2 has created. 

It is proposed to agree the accompanying CRs and send an LS to SA and other WGS informing of what SA3 has done.  
Proposed CRs:
- CR S3-161878 to 33.402:  Move indicated clauses from TS 33.234 to TS 33.402 and update the references in TS 33.402 to point to the new clause instead of pointing to TS 33.234. Update/delete other references to TS 33.234 as proposed in this contribution.

- CR S3-161885 to 33.234:  Make a similar stub version of Rel-13 TS 33.234 that SA2 has created.

- CR S3-161882 to 43.318:  As proposed above.

- CR S3-161883 to 44.318:  As proposed above. 
It should be decided how the proposed CRs to TSs in other WGs would be handled. Would they need to be sent to the appropriate WGs as company contributions, or as “proposals” from SA3 with the LS, or both?  
