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1 Introduction 

In the SA3#84 meeting, it was agreed to continue studying the issue of spatial replay and record potential solutions in a living document (S3-161248). This proposal was presented in a contribution (S3-161139) in which a discussion and a potential solution were also included. In this contribution, it is proposed to include that solution in the living document. Compared to the original description, the changes are mostly editorial in order to adapt the text to the template in the target document. 
2 Proposal

It is proposed to approve the changes below for inclusion in the living document S3-161248.
3 pCR 

***
BEGIN CHANGES
***
5.Y
Solution #Y Compact representation of location information based on a new coordinate grid
5.Y.1
Introduction
5.Y.1.1
Types of solutions

In general, two types of protection mechanisms were described. The explicit ones are based on including the location information in the discovery message. In order to protect the sender from being tracked, the disclosed information needs to be obfuscated. Observe that since the sender already leak location information by simple broadcasting discovery messages, it is only necessary for this type of mechanisms to not “make it worse”. For example, instead of including its current location, the sender could choose randomly a location within the service range or instead introduce enough imprecision by removing LSBs from the representation.

The implicit protection mechanisms do not include the location information but only use it in the MIC calculation. In order to achieve that, the world is divided into a grid where each cell could be uniquely identified by for example the GPS coordinates of the centre or the upper left corner. The sender determines in which cell it is located then uses this cell information in the MIC calculation. The receiver determines its cell in a similar manner and based on that identifies a set of neighbouring cells from which the received message could have originated. This might require several MIC calculation trials before finding a match.

5.Y.1.2
Evaluation criteria

Both type of solutions raises new issues such as the impact on the message format, the processing overhead. Other concerns related to battery consumption and location method must also to be addressed. A list of issues to be considered by any potential solution is proposed below. In fact, they can be regarded as evaluation criteria.

· Impact on message format: This relates to the question on how to include the location information in the discovery messages. This might require extending the discovery message or reusing exiting fields such as the ACE part of the ProSe application code or the unused 4 bits from the 8 bits reserved for the UTC in the open discovery case.

· Applicability: Ideally, the same mechanism should be applicable to both the commercial and non-commercial case, on and off E-UTRAN coverage.

· Processing overhead: The solutions should strive to minimize the processing overhead. For example, the overhead introduced by a solution of the implicit type would be considerable as it may require several MIC computations.

· Battery consumption: Using GPS continuously will most likely drain the battery of the device. Therefore, other sources of location information such as Wifi positioning and enhanced Cell-ID (E-CID) are not to be excluded.
5.Y.2
Solution details
5.Y.2.1
Location information 

5.Y.2.1.1
Format

In 3GPP standards, location information is specified in GAD-shapes (TS 23.032) in which an ellipsoid point requires 56 bits and offers an unnecessarily high precision. One can instead use 32 bits for both latitude and longitude (16 bits each). However, both alternatives suffer from a change in precision depending on the latitude. This dependency is illustrated in Table 5.Y.2.1.1-1 where it is assumed that 16 bits (MSB) are used for longitudes and latitudes as suggested in S3-160595.

Table 5.Y.2.1.1-1: Longitude precision dependence on latitude

	Latitude in degrees
	Longitude precision in meters

	0
	610

	30
	530

	45
	430

	60
	305

	75
	160


Observation 1: When using GAD shapes there is a dependence between the latitude and the precision of the longitude.

One way to handle this is to adjust the number of MSB depending on the Latitude. Observe that removing bits (LSB) from the representation has the effect of doubling the imprecision. This is illustrated in Table 5.Y.2.1.1-2 where starting from 60 degrees’ latitude, 15 bits are used instead of 16. Observe that areas around 75 degrees’ latitude and over are not affected as they are considerably less populated.

Table 5.Y.2.1.1-2: Longitude precision when represented with variable number of bits

	Latitude in degrees
	Longitude precision in meters

	0
	610

	30
	530

	45
	430

	60
	610

	75
	315


Observation 2: Removing LSBes from the GAD representation doubles the imprecision.

5.Y.2.1.1
Source

Several positioning systems have been standardized for LTE. Assisted GPS (A-GPS) is designated as the primary method while E-CID and Observed Time Difference Of Arrival (OTDOA) are fall back ones. A-GPS requires a fix from 4 satellites which could be difficult in cities and indoor environments. OTDOA and E-CID are less accurate and requires network coverage. Nevertheless, they work better where A-GPS fails and do not require as much power. Wi-Fi positioning methods could also help indoors. 

We note that for all the methods mentioned above, the inaccuracy levels are in the worst case of the order of hundreds of meters (300m). For Cell ID based methods, the inaccuracy varies up to the order of kilometres in rural areas. But because they are as power efficient as E-CID and OTDOA, these methods could also be used whenever such inaccuracy levels are tolerated.

Observation 3: Inaccuracy levels varies considerably depending on the positioning method.

5.Y.2.2
Coordinate grid

The solution uses a combination of the implicit and explicit mechanisms described in the introduction. 

First, it is assumed that the earth surface is divided along the latitude lines into different areas (bands) with fixed height in degrees as illustrated in Figure 5.Y.2.2-1. For each band, the highest possible latitude in absolute value is used as the band’s reference latitude. Each band is then divided into a fixed number of cells determined by the earth’s circumference at the equator, the band’s reference latitude and a certain minimal allowed cell size. This would be a minimal size because, within a given area, when moving towards the equator, the cells will tend to cover bigger and bigger geographical areas as noted in Observation 1. Observe that the cells in the grid are defined by latitude and longitude coordinates. Therefore, in the following, it is assumed that by cell size, it is meant the minimal width and height of the corresponding geographical area. 
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Figure 5.Y.2.2-1: Coordinate Grid
It is then proposed that the grid cells are numbered along the longitude lines (the y axis) from the south pole upwards and along the latitude lines (the x axis) from -180 degrees towards +180 degrees. Each cell is then uniquely identified with a combination of 2 numbers from now on referred to as the x and y cell counters.

Now assuming a fixed minimal cell size, the cells will be numbered similarly along the y axis since the distance covered by longitude lines is constant regardless of the longitude value itself. However, along the x axis, the cells will be numbered differently because the distance covered by a latitude line is not constant and depends on the latitude. 

The idea is based on including an indication on the cell size and an equal number of LSBes from each counter value in the discovery messages. 

The choice of the minimal size could be for example based on the following formula where s denotes the minimal size, b the number of the included counter LSBs, r the range of the service (500 meters for ProSe), and ia, ib the inaccuracies in the positioning systems of the sender and receiver UEs.
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Figure 5.Y.2.2-2 illustrates how the formula is obtained. The intuition is that since the method relies on including LSBes from the counter values, it must be the case that these LSBes correspond to the same cell at the receiver and the sender sides taking into account the range of the service and the inaccuracies in their positioning systems. In case only one LSB is included (for the x counter), then as illustrated in Figure 2, each other cell will have the same LSB. For example, if the sender UEa calculates that its location is the cell to left with LSB 0, then it should not be the case that the receiver UEb concludes that UEa is located in the one to the right. The factor in the left hand side determines how many cells there are until the LSB pattern repeats which does depend on the number of LSBes. 
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Figure 5.Y.2.2-2: Minimal cell size
For a fixed cell size s, the numbers of cells along the y axis and x axis are given by the following formulas. Observe that the number along the y-axis could be fixed in advance. The constant c is used to denote the circumference of the earth at the equator. The constant c’ is the average circumference of the earth along the longitude lines. The cell size is denoted by s and lr is the band’s reference latitude in degrees. Deciding in advance on an absolute minimal size could simplify the calculation. The cell size could be adjusted, for example due to a worsening accuracy, by simply taking bigger cells with sizes that are multiple of the minimal limit.

[image: image4.png]



[image: image5.png]



It is also proposed to adopt 3 degrees as the fixed height size for the different areas dividing the surface of the earth along the latitude lines. With this particular value, the variations in the surfaces of the geographical areas covered by the cells will be up to 19% (increase) at the band ending in latitude 75 degrees. This variation is decreasing towards the equator (from 10% at latitude 60 degrees). This leads to a grid where the cells within a band have are relatively close in sizes.

Assuming the 500 m range of ProSe and for taking into account a worst case accuracy of 25m for A-GPS on both sides, 550m could be a reasonable limit for a minimal cell size. Other possible cell sizes could be then obtained by taking multiples of this limit, i.e. 1100m, 2200m, 4400m, etc. Table 5.Y.2.2-1 shows the number of cells obtained on the x axis depending on the band’s reference latitude and the cell size.

Table 5.Y.2.2-1: Number of cells in some bands

	Band reference latitude in degrees
	Grid cell size 2200m
	Grid cell size 1100
	Grid cell size 550m

	3
	18190
	36380
	72760

	12
	17817
	35634
	71268

	21
	17006
	34012
	68024

	30
	15775
	31550
	63100

	42
	13537
	27074
	54148

	51
	11463
	22926
	45852

	60
	9107
	18214
	36428

	72
	5629
	11258
	22516

	81
	2849
	5698
	11396


5.Y.2.3
Encoding

It is proposed to encode the grid cell size and the counters’ LSBes in one dedicated byte of information to be included in the discovery message. Now depending on the cell size and the number of included LSBes, the method will work up to a certain level of maximal tolerable inaccuracy in the positioning method at the sender and the receiver side. Table 5.Y.2.3-1 shows the maximal inaccuracy in the sender side (assumed to be equal to that at the receiving side) and up to which the method works, depending on the cell size and the number of included LSBes. Observe that a better accuracy on one side allows for a worse accuracy on the other side since the method relies on the combined total inaccuracies from both sides.

Table 5.Y.2.3-1: Maximal tolerated inaccuracy depending on cell size and number disclosed LSBes

	Number of included LSBes
	Grid cell size 550m
	Grid cell size 1100
	Grid cell size 2200m

	2
	Not allowed
	25
	300

	4
	163
	575
	1400

	6
	713
	1675
	3600

	8
	1813
	3875
	8000

	10
	4013
	8275
	16800

	12
	8413
	17075
	34400

	14
	17213
	34675
	69600


Observation 4: The more information is included (LSBes), the bigger is the tolerated inaccuracy in the positioning method.

Two possible encoding are proposed below.

5.Y.2.3.1
Proposal #1

In this encoding, 2 bits are used for the grid cell size and the remaining 6 bits for the LSBes, i.e. 3 bits from each counter for example as illustrated in Table 5.Y.2.3.1-1.

Table 5.Y.2.3.1-1: First proposal for encoding cell size and counter LSBes in one byte

	Protection status and cell size
	2 bits
	2 bits
	2 bits
	2 bits

	No protection
	00
	**
	**
	**

	550m
	01
	LSBes
	LSBes
	LSBes

	1100m
	10
	LSBes
	LSBes
	LSBes

	2200m
	11
	LSBes
	LSBes
	LSBes


This proposal is particularly lenient on the receiver. In fact, regardless of the position accuracy at the sender side, since it is always the case that 6 LSBes are included, the receiver will be able to find a match even up to an inaccuracy in his positioning method of 3600 m (see Table 5.Y.2.3-1).

5.Y.2.3.2
Proposal #2

In comparison to the previous alternative, the encoding in Table 5.Y.2.3.2-1 is stricter. In fact, by limiting the number of included LSBes, the receiver is required to have better accuracy on his side. This means that the sender has a mechanism for preventing receiver up to a certain level of inaccuracy from being able at recovering the location information.

Table 5.Y.2.3.2-1: Second proposal for encoding cell size and counter LSBes in one byte

	Protection status and cell size
	2 bits
	2 bits
	2 bits
	2 bits

	550
	00
	LSB
	LSB
	LSB

	1100
	01
	LSB
	LSB
	LSB

	2200
	10
	LSB
	LSB
	LSB

	550
	11
	00
	LSB
	LSB

	1100
	11
	01
	LSB
	LSB

	2200
	11
	10
	LSB
	LSB

	550
	11
	11
	00
	LSB

	1100
	11
	11
	01
	LSB

	2200
	11
	11
	10
	LSB

	Reserved
	11
	11
	11
	00

	Reserved
	11
	11
	11
	01

	Reserved
	11
	11
	11
	10

	No location
	11
	11
	11
	11


5.Y.2.4
Role of ProSe Function

It is left open for discussion what the role of the ProSe Function should be. For example, if the encoding in Proposal #1 is adopted, then the ProSe Function could for example indicate the maximal allowed cell size during the discovery request procedure such that 00 would mean that no protection is required, 10 would mean that protection is required either with size 550m or 1100m, etc. 

5.Y.2.5
Algorithm

We describe below in details the steps performed on the UE sides assuming that it is left to the sender to choose which cell size to use.

5.Y.2.5.1
Sender steps

The sender obtains its current location from a positioning method that meets the requirements of accuracy and, if possible with the method, confirms that the obtained location source actually provided sufficient accuracy.

The latitude φ is used to determine the y counter of the current grid cell and the band’s corresponding reference latitude. 
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The reference latitude θ is then used to calculate the number of grid cells in the x direction. The sender can then derive the x counter of the current cell. 
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The MIC is calculated over the full message included the additional byte of location information (in one of the proposed encodings described earlier) possibly using the full values of the counters counter as well.

5.Y.2.5.2
Receiver steps

The receiver decodes the additional location information byte to identify whether the protection is enabled and the used grid size. 

The receiver obtains its current location from a positioning method that meets the requirements of accuracy and, if possible with the method, confirms that the obtained location source actually provided sufficient accuracy.

The LSBes of the y counter are used to find the closest row of cells with the same LSBes in the y coordinate. Given that the combined inaccuracy of the sender and receiver are under the maximum tolerated value; it will contain the sender’s cell. This is also used to identify the reference latitude of the sender’s band.

The reference latitude is then used to calculate the number of grid cells in the x direction with the same above formula.

The LSBes of the x counter are used to find the closest cell with the same LSBes in the x coordinate.

The MIC can then be checked possibly using the recovered x and y counters of the identified cell. A match is then only possible if the sender and the received are indeed in proximity and the requirements on the maximal tolerable inaccuracies have been met on both sides.

5.Y.3
Evaluation

Editor’s note: This clause contains an evaluation of the solution.

***
END OF CHANGES
***
