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Abstract of the contribution: This contribution proposes a new solution in Security area #12 Credentials provisioning, on network access for credentials provisioning.
1 Proposal

It is proposed to add the text below to the TR 33.899 in the Security area #12 Credentials provisioning.
2 pCR 

***
BEGIN CHANGES
***

5.12.4.z
Solution #12.z: Network access for credentials provisioning
5.12.4.z.1
Introduction  

This solution addresses Key Issue #12.2 Remote credential provisioning for IoT devices.

The solution proposes a general framework for network access for credentials provisioning. The actual provisioning process is out of scope for this solution.
5.12.4.z.2
Solution details  
5.12.4.z.2.1
Credentials and identifiers used for network access for credentials provisioning
In this solution, it is assumed that the UE is not pre-provisioned with any 3GPP subscription credentials. Furthermore, it is assumed that the network access for credentials provisioning is authenticated. 
In order for the UE to authenticate itself towards the network, the UE needs to have some sort of credentials. In this solution, we use the name "provisioning credentials" for the credentials used for authentication for network access for credentials provisioning. As the UE is not pre-provisioned with 3GPP subscription credentials, the provisioning credentials cannot be related to a subscription. As an example, the provisioning credentials could include certificates, and instead of being related to a subscription, they could be related to a business agreement to accept this kind of certificate for network access for credentials provisioning.
NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' to decide which function stores the provisioning credentials.
It is expected that some kind of identifier is needed for access to a NG network. Because the provisioning credentials are not related to a subscription, they will probably not include a 3GPP subscription identifier (e.g., IMSI).  Hence, the UE needs to have a provisioning identifier as well. This provisioning identifier could, but need not, be identical to the equipment identifier (e.g., IMEI).

There are other solutions in this Security area that use provisioning credentials and provisioning identifiers for network access for credentials provisioning. Solution #12.2 uses a public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the UE. Solution #12.3 uses the eUICC-certificate and eUICC-ID. Solution #12.4 uses the equipment identifier and pre-configured credentials. The term "provisioning credentials" introduced in this solution is a more general term that includes the credentials and identifiers used in solutions #12.2, #12.3 and #12.4, but possibly also other types of credentials and identifiers, as long as they are not related to a subscription.

The goal of the credentials provisioning process is to provision the UE with 3GPP subscription credentials that it can use for general network access. The 3GPP subscription credentials could be AKA-credentials, as for the GMSA remote provisioning specification (e.g. SGP.02 [49]), but also other types of 3GPP subscription credentials.

5.12.4.z.2.2
Network access for credentials provisioning

This solution proposes to use EAP-methods for authentication, because they provide a general and well-studied framework for authentication. Examples for EAP-methods that can be used are EAP-TLS, EAP-TTLS and PEAP.

In Figure 5.12.4.z.2.2-1, high-level flows are provided for network access for credentials provisioning.
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Figure 5.12.4.z.2.2-1: Network attach procedure for credentials provisioning
1.
The UE sends the attach request message, with attach type credentials provisioning. The UE uses the provisioning identifier instead of the subscription identifier. The MM function triggers the authentication procedure with the AUSF/ARPF, which initiates the authentication procedure with the UE.
2.
The AUSF/ARPF authenticates the UE using the provisioning credentials and an EAP method, e.g., EAP-TLS, EAP-TTLS or PEAP. The authentication process may also involve communication of the AUSF/ARPF with an external entity, e.g., a certificate authority or a 3rd party authentication server. 


The authentication process includes an authorization check whether the provided provisioning credentials may be used for network access for credentials provisioning for that UE.
3.
The SMF requests from the NG PC policy rules (i.e. QoS rules) related to the traffic flows the UE will be authorized to establish for remote provisioning of credentials.  The SMF installs the received rules at the NG User Plane Function (NG-UPF not depicted). This ensures that the UE only uses the connection for the purpose of the remote provisioning of subscription credentials. The NG-UPF then enforces the policy rules.
4.
The MMF completes the attach request and establishes the security contexts. The MMF/SMF may provide information to the UE e.g. the address of the provisioning server that the UE is allowed to connect to according to the policy rules.

5.
The actual provisioning process between the UE and the provisioning server takes place over User Plane signalling and is out of scope for this solution. The provisioning server may be outside the operator domain.

6.
After the successful provisioning of the 3GPP subscription credentials, the UE detaches from the network. The detach may also be enforced by the network due to the policy rules, e.g., after a certain time.

7.
The UE now uses its 3GPP subscription credentials to attach to the network for general access.

5.12.4.z.3
Evaluation 

***
END OF CHANGES
***
_1539090102.vsd
UE


MMF/SMF


Provisioning server



