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1 Proposal

This contribution adds additional details to the solution #7.3. 

The contribution also updates the process of pseudonym assignment such that the home PLMN assigns the pseudonym to the UE, instead of the UE and the home PLMN separately generating it. In order to prevent poor implementation and/or poor configuration of pseudonym generation and refreshment at the home PLMN (e.g. the same value is assigned again and again), it is proposed - the UE verifies that the newly assigned pseudonym is not the same as the old one.

The reason for this change is to improve efficiency. When the pseudonym is generated separately, the home PLMN anyway has to verify that the newly generated value is not already assigned to another UE. If the value is already assigned, the home PLMN must generate another value and again perform the verification. This process needs to be repeated until an unused value is generated. Such a process, while being possible, is not practical because as the number of currently assigned values increase, the chance of generating an unassigned value decreases. It means that the time for generating new temporary identifiers increases for every new assignment. 
It is proposed that the text in the clause pCR be added to the TR 33.899.

2 pCR 

***
BEGIN CHANGES
***

5.7.4.3
Solution #7.3: Concealing permanent or long-term subscription identifier by using pseudonyms and public key encryption

5.7.4.3.1
Introduction  



This solution discusses one potential way to address the key issue #7.3 "Concealing permanent or long-term subscription identifier" by using the combination of pseudonyms and public key encryption of the permanent or long-term subscription identifier for rare cases. 

NOTE: 
The "permanent or long-term subscription identifier" is referred as IMSI throughout the following text for conciseness.

In a current LTE system, there is already a mechanism of using short-term identifier in protocol procedures that involve a UE and a serving PLMN (e.g. C-RNTI by a radio access network and S-TMSI by a core network). However, when a short-term identifier for the UE does not exist or is lost in the core network, the UE is forced to identify itself using a long-term identifier (i.e. IMSI). The IMSI is used in an authentication procedure in which the serving PLMN uses the IMSI given by the UE to ask for relevant authentication information from a home PLMN. 


5.7.4.3.2
Solution details  
5.7.4.3.2.1
General

The UE and the home PLMN share a long-term identifier (IMSI) and a long-term key (K). The public key (PKH) of the home PLMN is also available in the UE. There is no need for a global PKI. Instead, the home PLMN may pre-provision the PKH in the UE or use OTA to distribute the PKH.

NOTE:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) stores the public (PKH) and private (SKH) key pair of the home PLMN.

NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' and the security area #12 'Credential provisioning' to decide which function (e.g. ME or USIM) stores the PKH at the UE.
5.7.4.3.2.2
Attach using encrypted IMSI (IMSIEnc)
During an initial attach, the UE encrypts its long-term identifier (IMSI) with the public key (PKH) of the home PLMN and sends the encrypted IMSI (IMSIEnc) to a serving PLMN. 

Editor’s Note:
It is FFS to determine if it is feasible to provision a first pseudonym even before an initial attach in order to avoid the use of public-key encrypted identifiers.
NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' to decide which function (e.g. ME or USIM) encrypts the IMSI at the UE.

When the UE initiates an attach, it is necessary that the serving PLMN is able to identify the home PLMN of the UE. Therefore, the UE encrypts only the MSIN part of the IMSI while leaving in plain-text the MCC and the MNC part. The encryption needs to have randomization property, since otherwise every encryption would look the same and an attacker could tell that two encrypted identifiers conceal the same long-term identifier.
NOTE:
The size of the IMSIEnc depends upon which public key encryption scheme is used. For example, using the Elliptic Curve Integrated Encryption Scheme (ECIES) based on a 256-bit elliptic curve with point compression, without a tag, and a format preserving encryption, the size of the IMSIEnc is in the order of 320 bits. It is in the scope of the security area #17 'Cryptographic algorithms' to decide if and which public key encryption schemes to standardize.
The home PLMN decrypts the MSINEnc part of the IMSIEnc using the SKH, and identifies the IMSI. The home PLMN is therefore able to fetch the corresponding security credentials to be used in the authentication procedure. Either the home PLMN or the serving PLMN may authenticate the UE.

NOTE:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) decrypts the IMSIEnc at the home PLMN.
The message size for transferring the IMSIEnc is larger than for the plain-text IMSI because of public key encryption. Therefore, after the UE is authenticated, the home PLMN assigns a pseudo IMSI (IMSIPseudo) to the UE, the IMSIPseudo having the same length and format as the IMSI. In order to save the radio resources in attach procedures, the UE uses the IMSIEnc only when the valid IMSIPseudo is not available. The IMSIPseudo may be transferred encrypted (e.g. using a shared key resulting from public-key encryption, or using a key derived from K) between the home PLMN and the UE. However, if solution #7.X is used to reveal the IMSI to the serving PLMN, then IMSIPseudo could be revealed as well in the similar fashion so that the serving PLMN sends the IMSIPseudo in a protected message to the UE. There is no privacy breach in doing so because the serving PLMN already knows the IMSI. 
The serving PLMN sends the IMSIPseudo to the UE in in a separate protected message or piggy-backed to an existing protected message (e.g. in an NAS Attach Accept message in the current LTE system sent by a MME to a UE). During the IMSIPseudo assignment, the IMSIPseudo need not contain the MCC and the MNC, because they are already known from the IMSI. 
It is possible that a poor implementation and/or policy configuration of the home PLMN could assign the same IMSIPseudo repeatedly to the UE or the home PLMN could toggle between two fixed IMSIPseudo for the UE. Therefore, the UE verifies that the newly assigned IMSIPseudo is a fresh one, for example by at least comparing to the last one or the last two. The effect of such verification is that toggling a fixed set of IMSIPseudo (which is not good) will require even more considerations (e.g. more memory and processing to maintain the set and its state for each UE) and therefore will be discouraged. If the verification fails, the UE may take some soft-actions such as trying to reconnect to the network or perform other self-crippling features such as disconnecting from the network or refusing to establish a user plane connection. 

NOTE:
It is in the scope of the security area #2 'Authentication' to decide which function (e.g. ARPF) generates and stores the IMSIPseudo at the home PLMN.
NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' and the security area #12 'Credential provisioning' to decide which function (e.g. ME or USIM) verifies and stores the IMSIPseudo at the UE.
Figure 5.7.4.3.2-1 shows a simplified IMSIEnc attach procedure with respect to the variant of the solution #7.x in 5.7.4.X.2.2
, i.e. when the serving PLMN authenticates the UE and when the home PLMN reveals the IMSI to the serving PLMN to comply with LI requirements.
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Figure 5.7.4.3.2-1: Simplified IMSIEnc attach procedure (w.r.t variant 5.7.4.X.2.2
)



5.7.4.3.2.3
Attach using pseudo IMSI (IMSIPseudo)
Re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN assigns its own short-term identifiers to the UE. For example, the use of such short-term identifiers (i.e. GUTI or S-TMSI) already exists in a current LTE system. 

However, when a short-term identifier used in the serving PLMN is lost or becomes invalid, the UE is required to reveal its identity again. If the UE loses the short-term identifier, the UE sends the IMSIPseudo in an Attach Request . If the serving PLMN loses the short-term identifier, the serving PLMN requests the UE to identify itself using the IMSIPseudo. The UE sends its IMSIPseudo including the MCC and the MNC of the home PLMN. The rest of the process continues similarly as described in clause 5.7.4.3.2.2 except that UE uses IMSIPseudo instead of IMSIEnc. The home PLMN assigns a new IMSIPseudo to the UE. As such, the UE does not use the same IMSIPseudo multiple times 


Figure 5.7.4.3.2-2 shows a simplified IMSIPseudo attach procedure with respect to the variant of the solution #7.x in 5.7.4.X.2.2
, i.e. when the serving PLMN authenticates the UE and when the home PLMN reveals the IMSI to the serving PLMN to comply with LI requirements.
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Figure 5.7.4.3.2-2: Simplified IMSIPseudo attach procedure (w.r.t variant 5.7.4.X.2.2
)



Editor’s Note:
It is FFS to determine how a potential DoS attack on the HSS, caused by computational overload due to public key decryption, can be minimized. 

5.7.4.3.2.4
Handling abnormal cases

A recovery mechanism is necessary to handle an unlikely, but possible, event of the IMSIPseudo getting out-of-sync between the UE and the home PLMN. Following abnormal cases are identified for the sake of completeness and to show that the UE is not locked out of the system:

5.7.4.3.2.4.1
Invalid IMSIPseudo 

This is a case when the UE sends an IMSIPseudo, but the home PLMN does not recognize the IMSIPseudo. This case may occur, for example, when the UE had incorrectly stored the IMSIPseudo due to hardware or software glitch or the home PLMN had lost the IMSIPseudo due to hardware or software failure. The recovery mechanism for this case is similar to what exists today for the LTE system and is shown in the Figure 5.7.4.3.2-3 followed by the description of the steps:
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Figure 5.7.4.3.2-3: Handling IMSIPseudo that is invalid
1) The UE sends an IMSIPseudo to the network.

2) The network sends an indication of "invalid IMSIPseudo" to the UE.

3) The UE sends an IMSIEnc to the network. The rest of the procedure proceeds as described in earlier subclauses.

NOTE:
Since the public key encryption used is probablisitc, i.e. having a randomization property, the same IMSI when encrypted multiple times produces different IMSIEnc values. Therefore, it is not feasible for an OTA sniffer to link multiple IMSIEnc values to the same IMSI.

5.7.4.3.2.4.2
Already assigned IMSIPseudo 

This is a case when the UE_1 sends an IMSIPseudo, but the IMSIPseudo is currently assigned to the UE_2 in the home PLMN. This case may occur, for example, when the UE_1 had incorrectly stored the IMSIPseudo due to hardware or software glitch and the stored IMSIPseudo happened to be the one currently assigned to the UE_2. The recovery mechanism for this case is similar to what exists today for the LTE system and is shown in the Figure 5.7.4.3.2-4, followed by the description of the steps. 
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Figure 5.7.4.3.2-4: Handling IMSIPseudo that is assigned to another UE

1) The UE_1 sends an IMSIPseudo to the network.

2) The network identifies that the IMSIPseudo belongs to the UE_2 and therefore sends authentication challenge (corresponding to the UE_2) to the UE_1.

3) The UE_1 sends authentication response to the network.
4) The network detects the authentication failure and sends failure message to the UE_1, optionally indicating the UE_1 to use IMSIEnc.
5) The UE_1 sends the IMSIEnc to the network. The rest of the procedure for the UE_1 proceeds as described in earlier subclauses. The network knows that the IMSIPseudo was sent by the UE_1 and not by the UE_2. Therefore, the network keeps the IMSIPseudo still assigned to the UE_2. The UE_1 is assigned a new IMSIPseudo.
5.7.4.3.3
Evaluation 

· 
· 

The solution has the following properties:

-
The UE only needs to store one public key associated with the home PLMN. This is significantly different than requiring the UE to store the public key of all potential serving PLMNs it may roam into, or having to distribute those keys when needed. There is no need for a global PKI. Instead the home PLMN operator can configure or revoke its public key in the UE, e.g., using OTA. 

-
The encryption needs to be randomized, but that does not constitute a serious problem, since most or all existing public key encryption schemes are randomized.
-
Because of public key encryption, the IMSIEnc increases the size of the attach message. However, the solution rarely uses the IMSIEnc, i.e. only when IMSIPseudo does not exist or is out-of-sync.
-
The UE verifies that the same IMSIPseudo is not assigned to it all the time. 

-
The solution is compatible both when the authentication of the UE is done at the home PLMN or at the serving PLMN.

The solution addresses all the three requirements of the key issue #7.3 and is effective in concealing the long-term identifier from any passive or active attacker anywhere on the path between the UE and the serving PLMN’s core network, including IMSI-catchers, untrusted or compromised network entities.
***
END OF CHANGES
***
�Can be removed because of new KI brought in by InterDigital.


� The clause number depends upon another contribution that was postponed from San Diego meeting. Contact Anja/Prajwol.


�The clause number depends upon another contribution that was postponed from San Diego meeting. Contact Anja/Prajwol.�


�The clause number depends upon another contribution that was postponed from San Diego meeting. Contact Anja/Prajwol.�


�The clause number depends upon another contribution that was postponed from San Diego meeting. Contact Anja/Prajwol.�
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